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Abstract. The i-PIN service, an alternative Residence Registration Num-
ber (i.e., a kind of PIN) service, and cancellable biometrics have many
things in common. We point this out and design a framework for an al-
ternative PIN service based on cancellable biometrics. In this paper, we
match the PIN and the biometric template based on their uniqueness
and permanence, and we also match the alternative PIN and the dis-
torted template on their characteristic of being cancellable. We propose
a framework for an alternative PIN service based on cancellable biomet-
rics. This cancellable property is a promising solution for the privacy
problems which stem from the uniqueness and permanence of biometrics
and PIN. The proposed framework offers distinct advantages compared
with other biometric authentication methods. First, employing the can-
cellable property encourages the participation of individuals who would
otherwise avoid using biometric systems out of concern for their privacy.
Second, we provide not only a method of authentication, but also an al-
ternative PIN, which creates opportunities for the expansion of its scope
of application.

1 Introduction

The radical growth of Information and Communication Technology (ICT) has
helped to enhance the quality of human life. However, it has also accelerated ille-
gal copying, information leakage, and deletion, thereby making privacy a matter
of grave concern. The need for effective information security in order to solve
these problems has been emphasized. The most fundamental technologies of the
information security are access control and encryption/decryption.

Identification and authentication is at the front-end of access control. For
identification, the Personal Identification Number (PIN) is most widely used. In
Korea, a Resident Registration Number (RRN, also called a Personal Number)
is used as a PIN, whereas in the U.S.A. the user’s social security number is
used. Especially in Korea, the RRN is an essential requirement for registering
as a member on most websites. Because the RRN distinguishes a person and is
permanently assigned to an individual, it raises a serious problem in that the
RRN and the name of the user may be flowed out on the Internet and misused
by malicious persons. As such, the Korean MIC (Ministry of Information and
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Communication) operates an alternative RRN service named i-PIN (Internet
Personal Identification Number), which provides an identification service for
websites and delivers an i-PIN number as an alternative RRN instead of the
RRN itself. The i-PIN number can be cancelled and regenerated by re-enrollment
[1, 2].

Fig. 1. The i-PIN service in Korea

On the other hand, Authentication distinguish between the authorized users
and not, then let the authorized users to allow accessing information and to
provide differentiated service. The traditional simple authentication method de-
pends on what he knows such as ID, password, and secret information, or on what
he has such as key, card, badge, or biometrics. However, these items of informa-
tion can be embezzled by stealing or leakage, and modified or forged by attackers
with relative ease, and sometimes they are simply forgotten. Biometrics has three
major characteristics — universality, uniqueness, and permanence [3, 4]. Because
of the last two characteristics, the outflow of a biometrics template can cause
a serious privacy problem. Cancellable biometrics has been introduced to solve
that problem. With this privacy-protecting technology, a distortion transform
is applied to a biometric template: only those distorted templates are stored. If
a distorted template is compromised, it can be cancelled by choosing another
distortion transform [5, 6].

As is clearly apparent, the i-PIN service - an alternative RRN (PIN) service
- and cancellable biometrics have many things in common. We point this out
and design a framework for an alternative PIN service based on cancellable
biometrics. We match the PIN and the biometric template on their uniqueness
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and permanence, and also match the alternative PIN and the distorted template
on their characteristic of being cancellable.

The rest of this paper is organized as follows: In Section 2, we briefly review
the background knowledge; In Section 3, we present our proposed framework; In
Section 4, we analyze the security of the proposed framework; and in Section 5
we present the conclusion.

2 Backgrounds

2.1 i-PIN service overview

In Korea, the RRN is widely used for the purpose of verifying a user’s real
name, because the interview verification method is difficult to apply. RRN offers
uniqueness and permanence, and can uniquely distinguish a person from other
users, without ever having to be changed during that user’s lifetime. However, a
large amount of privacy information such as RRN, name, and address has flowed
out several times via online and/or offline channels in recent times. Imperson-
ation of a person using leaked RRN causes serious breaches of privacy and raises
various security problems. To solve this issue, the MIC in Korea operates an
alternative RRN service named i-PIN, which consists of an identification service
for websites and delivers an i-PIN number as an alternative RRN instead of the
RRN itself. However, the i-PIN number is not assigned permanently, and thus
can be cancelled and regenerated [1].

The i-PIN service consists of three parties — the user, website, and trusted
verifier. Figure 2 shows the procedure for issuing i-PIN. After issuance, the pro-
cedure for using i-PIN is the same as removing the dotted red box from Figure
2. All the user input data and the i-PIN verification information are exchanged
via a secure channel.

2.2 Biometric system

Biometric systems recognize individuals based on their biological and behav-
ioral characteristics. The favorite biological characteristics are fingerprints, face,
iris, hand geometry, veins in the hands, retina, DNA, and palm prints. These
characteristics are considered to satisfy the following desirable properties [4].

- Universality: Every individual should have the characteristic;

- Uniqueness: Each individual should have a different characteristic;

- Permanence: The characteristics should not show any variation that may
be caused by the ageing process.

For convenience’ sake, the following terms and definitions apply.
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Fig. 2. The i-PIN issuing procedure

- Biometric Template: A set of stored biometric features that are directly
comparable to the biometric features of a recognition biometric sample;

- Biometric Sample: Analog or digital representation of biometric charac-
teristics prior to the feature extraction process, obtained from a biometric
capturing device and a biometric capturing subsystem;

- Biometric Reference: One or more stored biometric samples, biometric
templates or biometric models attributed to a subject and used for compar-
ison.

Biometric verification and identification are powerful techniques against rep-
utation and have been widely used in various security systems. For the authen-
tication and/or identification of an individual, a biometric system processes a
probe sample and one or multiple stored biometric reference(s). The biometric
reference could be a biometric sample or a set of biometric features. However,
such biological biometric characteristics are intrinsically immutable, so when
they are stolen or leaked, a permanent compromise may result.

Cancellable Biometrics A strong security and privacy concern for biometric
systems relates to cancellable biometrics. Cancellable means the renewability and
revocability of biometric references. Because individuals have a limited number
of irises and fingers, identity theft makes the corresponding biometric references
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unsuitable for future use. Due to its quality of permanence, a biometric reference
that has been compromised once remains compromised forever [5, 7].

Fig. 3. High level description of cancellable biometrics

The risk of biometric references being compromised can be mitigated by de-
veloping methods that allow cancellable biometric references. If various different
biometric references can be extracted from the same biometric sample, then the
biometric reference can be cancelled and renewed in the vent that it becomes
compromised.

In the cancellable biometric system we employed, the biometric reference
consists of two data elements: a pseudo identity (PI) and the corresponding
auxiliary data (AD). Both data elements are generated during enrolment and
should be stored, because both are required for verification.

Key Binding The biometric-cryptosystem is a combination of biometrics and
cryptography. In a cryptosystem, its security is determined by the security of
the key. A user’s identity must be authenticated whenever he or she wants to
use the key. Because cryptographic keys are long and random, they are difficult
to memorize. As a result, the cryptographic keys can also be stored somewhere
(for example, on a computer or on a smart card) and released by using some
alternative authentication (e.g., password) mechanism. As such, there is a need
for a secure and convenient method of generating a digital key from each user’s
biometric data [3].

The methods of combining the key and biometrics determine the applicable
models. Generally speaking, there are two models in the biometric-cryptosystem:
the biometric key binding/generation model and the biometric key release model.
In this paper, we focus on the biometric key binding model.

In the biometric key binding model, a given cryptographic key is bound with
the biometric template, which should be stored in a safe way. The system will
restore/regenerate the same key with the safe template and a genuine query
sample. ’Safe template’ implies that the template will not leak any information
about the original biometric template and the given key.
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Fig. 4. High level description of key binding

3 A Framework for Alternative PIN Service Based on
Cancellable Biometrics

We propose a framework for an alternative PIN service based on cancellable
biometrics. As mentioned earlier, the alternative PIN service and cancellable
biometrics have many things in common. Thus, we design a framework that
matches the PIN and the original biometric template and that also matches the
alternative PIN and the distorted template (PI) for their characteristic of be-
ing cancellable. The proposed framework provides a means of privacy-enhanced
secure authentication. The following assumptions are defined for clarity and for
convenience’s sake.

A1. In the proposed framework, the ID, alternative PIN, and the individual’s
biometric characteristics are unique.

A2. The types of physical attack for biometrics (e.g. forged fingerprint) are out
of scope.

The design of the proposed framework is divided into two parts: enrollment
and verification. First, the enrollment part is presented below. To issue a new
alternative PIN, an individual enrolls in the system with his or her biometric
data and ID. Figure 5 describes the enrollment procedure.
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Fig. 5. Enrollment procedure of proposed framework

— Enrollment Procedure:

E1. An Individual provides his or her ID and biometric samples to the system;

E2. The captured biometric samples undergo feature extraction;

E3. Generating a cancellable template and helper data through the cancellable
biometric function;

E4. Random number generator provides a new random secret;

E5. The key binding function generates an alternative PIN using the cancellable
template and the random secret;

E6. The hash function transforms a secret into a hashed secret;

E7. All derived data: the alternative PIN, helper data, and hashed secret are
loaded into the DB with the ID.

As you can see, this framework is designed for 1:1 matching. It means that
the framework will work on a authentication process, not on a identification
process. The biometric samples are provided with ID for the enrollment stage
and also for the verification stage.

Next comes the verification part, which is presented below. To verify the
alternative PIN for a third party, an individual undergoes the verification pro-
cedure. Figure 6 describes the verification procedure.
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Fig. 6. Verification procedure of proposed framework

— Verification Procedure:

V1. An Individual provides his or her ID and biometric samples to the system;

V2. The alternative PIN, helper data, and hashed secret are fetched using the
inputted ID;

V3. The biometric template is generated from the captured biometric sample
through feature extraction;

V4. The biometric template and helper data are used as inputs to generate a
cancellable template in the cancellable biometric function;

V5. The secret is regenerated by the key resolve function using the cancellable
template and the alternative PIN;

V6. The stored hashed secret and output of the hash function is compared with
the regenerated secret;

V7. If those two values are the same, verification has been successful.

The enrollment and verification procedure are presented above. Since we pro-
pose a framework, we do not mention a specific mechanism for the cancellable
biometrics, key binding/resolve, and hash function. The proposed framework
maintains four major types of data: First, the ID is used as an index of record.
Second, the alternative PIN is a cancellable identifier for an individual and is
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provided to a third party. It does not contain any information about the original
biometric template. Third, the hashed secret is the output of the hash function
for random secret input. It is used to determine whether verification has been
successful or not by comparison. Lastly, the helper data is the output of the
cancellable biometric function in the enrollment procedure. It is used to gener-
ate a cancellable template from the feature-extracted biometric template. If an
individual wants to cancel and renew the cancellable template, the helper data
will be changed.

4 Discussion

The security of the proposed framework only depends on the security of the
original biometric template. If the ID, alternative PIN, hashed secret, and helper
data are disposed of, the security of the proposed framework will not be damaged.
Because we employ cancellable biometrics, the original biometric template is
threatened by physical attack.

The proposed framework was not designed to cooperate with the real PIN
service. To cooperate with the real PIN service, we consider more complicated
issues such as separating the real PIN DB from our DB, and merging real PIN
verification with our enrollment procedure. This would be a suitable topic for
further study.

5 Conclusions

In this paper, we proposed a framework for an alternative PIN service based
on cancellable biometrics. The property of being cancellable is a promising so-
lution for the privacy problem stemming from the uniqueness and permanence
of biometrics and the PIN. The proposed framework emphasizes the property
of being cancellable to safeguard privacy. We employ cancellable biometrics and
key-binding technology to generate an alternative PIN and to verify it. The alter-
native PIN does not leak any information about the original biometric template
and random secret.

The proposed framework has distinct advantages when compared with other
biometric authentications. First, employing the cancellable property encourages
the participation of individuals who would otherwise avoid using biometric sys-
tems out of concern for their privacy. Second, we provide not only authentication,
but also an alternative PIN, which creates opportunities for the expansion of its
scope of application.

For further study, we consider the cooperating out proposed framework with
the real PIN service, as this could pave the way to the widespread use of can-
cellable biometrics.
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