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Abstract. The perceptual image hashing is an emerging technique which
can be used in image authentication and content-based image retrieval.
Design of an image hashing scheme which has both robustness and
fragility properties is becoming a new challenge. Recently, Xiang et al.
proposed a histogram-based image hashing scheme which achieves a good
robustness to perceptually insignificant attacks. However, the fragility
to malicious attack is not optimistic. In this paper, we propose an im-
proved histogram-based image hashing scheme by using K-means algo-
rithm, which obtains a better fragility result than original one. In partic-
ular, we firstly segment the image into two segments by using K-means
algorithm, then extract histogram in each segment. Finally, we combine
two bin groups and generate the image hash value. The experimental
results confirm that our improvement not only preserves the robustness
of original one, but also enhances the fragility to malicious attacks.

Key Words: Perceptual Image Hashing, K-means Algorithm, Histogram
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1 Introduction

With the spreading use of multimedia information, security of media contents
has become an important concern by attracting large research attentions. Mul-
timedia authentication techniques have emerged to verify content integrity and
prevent forgery. Traditional data integrity issues are addressed by cryptographic
hashes (e.g.MD5, SHA-1) or message authentication functions, which are very
sensitive to every bit of the input message. However, the multimedia data, such
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as digital images, always undergo various acceptable manipulations such as com-
pression, image enhancement or other common signal processing operations.
The sensitivity of traditional hash functions could not satisfy these perceptual
insignificant changes. Nowadays, perceptual image hashing (also called image
hashing or perceptual hashing) is emerging rapidly [1, 2] which takes into account
changes in the visual domain. Perceptual hash functions are designed to produce
the same hash value as long as the input has not been perceptually modified.
Particularly, the image hash should be robust against perceptually unchanged
modifications while highly sensitive to different digital representations.

1.1 Related Work

The early image hashing approaches [3, 4] usually based on DCT/DWT use the
low frequency components to extract important image features from a reduced
set of the original image data. However, performance of these techniques is not
very satisfactory as the relation between the low frequency transform domain
coeflicients and the essential contents of the image is not clear.

More attention has been concentrated on the robustness of image hashing
against geometric transformation, such as rotation, scaling and cropping for an
acceptable percentage. Lu et al. proposed a mesh-based image hashing scheme
[5] by identifying meshes and normalizing meshes into standard size blocks to
generate the hash. This scheme showed a good resistance to geometrical distor-
tions, however, the authors claimed that it is somewhat complex because of the
mesh normalization. In [6], an image hashing method based on discrete polar
Fourier transform was proposed to make the hash resilient to geometric and
filtering operations. Meanwhile, Monga et al. [7] proposed the scheme by using
end-stopped wavelet to capture feature points in the image, then the feature
vector is quantized to form a binary string as the hash value. However, even
though most image hashing approaches provide a satisfactory robustness prop-
erty, the sensitivity to perceptual significant modifications, i.e, whether they can
distinguish certain malicious distortions, is still somewhat indefinite. Li et al.
[8] have claimed that some state-of-the-art image hash algorithms [6, 7, 9] could
not detect small malicious attack and some authentic distortions. Therefore, the
fragility of an image hash should be also considered deliberately.

More recently, a novel histogram shape-based image hashing scheme [10] is
proposed by employing the insensitivity of histogram shape to geometric dis-
tortions. The experimental results in [10] depicted that it is much more robust
than previous approaches [6, 7] against geometric changes. Nevertheless, the his-
togram extracted from the whole image cannot exhibit local information. Thus,
this scheme could not achieve a satisfactory result to fragility of malicious at-
tacks.

1.2 Owur Contributions

In this paper, aiming to overcome the limitation of Xiang et al.’s scheme [10], we
propose an improved image hashing scheme based on K-means algorithm which



is a simple unsupervised learning algorithm popularly used in image segmenta-
tion. Our proposed image hash function achieves a higher fragility to perceptual
significant attacks on the image, as well as preserving a similar robust level of
original scheme. In order to robustly capture features from the whole image but
not lose local information, we employ K-means clustering algorithm: firstly, we
segment the image into two segments; secondly, we combine the histogram bins
which are extracted from each segment, then finally generate the hash value by
comparing any two bins in the bin group. Moreover, we provide comparative ex-
perimental results to confirm that our improvement obtains a better sensitivity
to perceptual significant result than original scheme.

The remainder of the paper is organized as follows. In Section 2, we describe
the basic requirements of image hashing. The original histogram shape-based
image hashing scheme is briefly reviewed in Section 3. Our improved histogram-
based image hashing scheme is presented in Section 4. Following, we show the
experimental results on both original and improved schemes. Finally, we conclude
the paper in Section 5.

2 Requirements of Image Hashing

Perceptual image hashing must be both perceptually robust and secure. An im-
age hash should capture the essential attributes of the image so that insignificant
changes to the human eyes will not substantially alter the hash value. Generally,
the image hashing involves a secret key in order to introduce the randomization
of final hash value. The following notation is used to describe the requirements
of image hashing:

— I: the input image, which is the hash value generated from:;
— k: the key involved in image hash generation;

— P(x): a certain probability;

H (%): the image hash function;

— 01,05: two given parameters where 61,60, € (0, 1).

Three desirable properties of a perceptual image hash are identified as follows
[2]:

(1) Perceptual robustness:

P(H(I,k) = H(Ligent, k)) > 1 — 61, for a given 6y,
(2) Fragility to visually distinct images:

P(H(I,k) # H(lgigs,k)) > 1 — 03, for a given 65,

(3) Unpredictability of the hash:

1
P(H(I,k) = v) ~ 5.V v € {0,1}7



where Ijgen: is an image visually identical or very similar to I, Ig;fs is different
from, or a tampered version of I, and ¢ is the length of the binary hash sequence.

Property-1 requires that for any pair of ”perceptually identical” images and
a secret key, the hash values must be identical with high probability. Whereas
property-2 requires that for ”perceptually different” images, their hash values
should be also different from each other. The third property requires that as the
secret key k is varied over a possible key set for a fixed input image, the output
hash value must be approximately uniformly distributed among all possible g-bit
outputs.

The second and third requirements may collectively be considered as the
security of image hashing. It is clear that these three basic properties are in
conflict with one another. A hash based on crude image features may be very
robust since modifications to the image cannot affect the hash value. In this
case, however, collision between perceptually different images will likely happen.
Further, to meet the third requirement, perfect randomization, i.e. uniform dis-
tribution of the hash value over the key space, is desirable although this will
inevitably sacrifice to some extent the robustness property without taking ap-
propriate measures.

From the practical point of view, both robustness and security are important.
Lack of robustness makes an image hash useless as explained in the previous
section, while security means it is extremely difficult for an adversary to modify
the essential content of an image yet keep the hash value unchanged. Thus
tradeoffs must be sought, and this usually forms the central issue of the image
hashing research.

3 Histogram Shape Based Image Hashing

Xiang et al. proposed an image hashing scheme robust against geometric defor-
mations [10]. The image histogram shape invariance to geometric distortions is
exploited for image hashing. The histogram shape is represented as the relative
relations of groups of two different bins. Figure 1 illustrates the procedures of
image hash generation.
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Fig. 1. The histogram shape-based image hashing scheme [10]

The input image is firstly filtered with a low-pass Gaussian filter, where the
2-D convolution mask has the size (2x k*xo + 1) x (2* k *x o 4+ 1). Here o



is the standard deviation of the distribution and k is the truncation point for
preserving more energy of Gaussian distribution. The authors set 0 = 3,k = 3
in this Gaussian filter to achieve a tradeoff between robustness and sensitivity
of the following computed hash value.

After low pass filtering, the histogram is extracted from the preprocessed
image by referring to the mean value of the original image. The histogram of a
gray-level image of size X x Y with bins of the width W can be described by

Hy = {hw(i)|i =1,...,L}, 1)

where hyy (i) denotes the number of pixels in the i** bin and satisfies ZiL=1 hw (4)
= X x Y. In general, the first or last several bins hold less samples and they
are more sensitive for only slight modifications on the image. Therefore, the
histogram is suggested to be computed from a selected gray range by referring
to the mean of the input image. The selected gray range is defined as

R =[(1— MM, (14 \)M], (2)

where A € [0.4,0.6] is selected to remove the bad bins by multiplying the mean
M. On the other hand, to gain the robustness against the interpolation errors,
the bin width W should be limited in the range [2, 5].

Now, a binary sequence is computed according to the relative relations in the
number of pixels among groups of two different bins. Denote the number of pixels
in the i*" bin as h(i). Let two different bins be a group denoted by {h(i), h(j)}
satisfying the condition 1 < i < L and ¢ < j < L. Hence, the number of groups is
totally C%2 = L(L —1)/2. For the group h(i), h(j), a binary sequence is obtained
by comparing h(i) and h(j), formulated as

bit — {1 if h(i)/h(j) > 1 3)

0 otherwise

Finally, the key-dependent hash is obtained by randomly permuting the re-
sultant binary sequence is. The permutated binary sequence denoted by hash =
{hash(k)|1 <k < C2}.

The corresponding parameters are given as: L = 30, A = 0.55 and W = 4.
Thus, for gray-level images, each image hash has a length of 435 bits extracted
from the histogram with 30 bins.

Discussions. The geometric attacks respect the rules that some or all of the pix-
els are displayed at a random amount under the constraint of visual coherence.
Actually, the histogram extracted from one image is independent of the shifting
of the pixels on the image plane. The authors exploit this merit to generate a
robust image hash. However, generating the same histogram from a different im-
age is not difficult. Obviously, this image hashing scheme could not detect these
malicious modifications on the image, such as face morphing. More details are
discussed in Section 5.



On the other hand, as we mentioned before, the image hashing can be ap-
plied to image authentication and image retrieval fields. Even though the original
scheme could not be sensitive to some malicious attack, it can also be used to re-
trieve similar images in image databases, since in this application the distinction
requirement is not very strict. However, regarding the image authentication, the
sensitivity to malicious attacks should be considered deliberately.

4 Improved Image Hashing Scheme Using K-means
Segmentation

The histogram of the entire image only reflects the global information, and also
there is no spatial/local information about the image intensities. A direct solu-
tion of this problem is to divide the image into blocks and separately calculate
histogram for each block [11]. However, the intensity of pixels in blocks may not
be stable under some geometric attacks. One example of original and rotated
image blocking is shown in Figure 2. Clearly, the histogram in each block of Fig-
ure 2(b) must be largely different from Figure 2(a). Hence, using image blocking
to capture local information is not robust against some geometric deformations.
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(a) Original Blocking (b) Rotated Blocking

Fig. 2. Example of Blocking Images

In order to robustly capture local information in the image, we propose an
improvement of image hashing scheme in [10] by employing K-means segmenta-
tion [12]. The block diagram of our enhanced scheme is shown in Figure 3. After
Gaussian Low-pass filtering, the filtered image is segmented by using K-means
algorithm. Then, the histogram in each segmentation is calculated separately.
Finally, we concatenate the bins in each segmentation and generate the final
hash value.

4.1 Image Segmentation Using K-means Algorithm

K-means algorithm is one of the simplest unsupervised learning algorithms that
solving the clustering problem. It is popularly used in pattern recognition [13]
and image retrieval [14] area. Briefly speaking, suppose observations are {z; :
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Fig. 3. Block Diagram of Proposed Improved Scheme

i =1,...,L}, the goal of K-means algorithm is to partition the observations into
K groups with means 1, ma, ..., Mg such that

D(K) =Y min, (z; — m;)? (4)

is minimized, where D(K) is the sum of squares of distances between observa-
tions and the corresponding means (also called cluster centroid).

In image segmentation application, the observations are the pixels in image
plane. Therefore, after K-means segmentation, the image is segmented into K
non-continuous regions. Each of them has its own mean as the cluster centroid.
Since in [10] the histogram is extracted by referring the mean value of the image,
here we propose to extract bins in each segment depending on the segment mean.

Because the robustness against perceptual insignificant attacks on the image
should be considered carefully, we suggest that K is only set to 2. For larger
K, extracted bins will be too sensitive and not suitable for this histogram-based
image hashing.

Note that, in practice there are some geometric modifications resulting in
a number of redundant pixels. We remove these pixels in order to keep the
stability of the means. On the other hand, considering this kind of changes,
since the segmentation is based on pixel values but not pixel coordinates, the
problem we mentioned in image blocking (refer Figure 2) can be avoid in our K-
means algorithm-based scheme. Moreover, the local information is also captured
as shown in Figure 4, which are the segmentation masks of both original Lena
and face-attacked Lena images (The original face-attacked image is shown in
Figure 5(d)).

4.2 Hash Generation

After K-means image segmentation, the procedures of bins extraction from each
segment are similar as introduced in Section 3. In each segmentation, the first
and last several bad bins are also needed to be removed by referring the segment
mean value. We present two slight modifications to make the bins extraction
more appropriate on segments:
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(a) Original Lena (b) Face- attacked

Fig. 4. K-means Segmentations of Original and Face-attacked Lena Images

(1) Since the mean values in each segment from one image are not the same,
the selected gray range could not be defined by Eq.(2). In order to extract a
fixed number of bins, we firstly find the ”center” bin which is the closest to
the segment mean value. Then the same number bins before and after the
previous ”center” bin are extracted.

(2) We set the bin width M = 4, but the number of available bins is reduced
in each segment because of K-means clustering. Therefore, in each segment,
we suggest only 12 through 15 bins be extracted. For example, if 13 bins
are selected in each segment, it means after finding the ”center” bin, 6 bins
before and after it will be extracted.

Let hy(k) and ha(k) be the number of pixels in the k* bin in two segments,
separately. We combine all bins extracted from segments and form the final bin
group {h(i)|i = 1,...,L}. L is the total bin number. Then, a binary sequence
is generated by using Eq.(3). The key-dependent hash is obtained by randomly
permuting the resultant binary sequence.

5 Experimental Results

In this section, we simulate both our proposed and original schemes in terms of
fragility and robustness testing. All test images are selected in grey level with
size 512%512.

The Hamming distance and Euclidean distance are commonly used metrics
for comparing the similarity of two sequence. We use the Hamming distance to
compare hash value since it is more suitable for binary sequence. For a pair of
image hashes, the Hamming distance between them is defined as

1
1
Dis(hashy, hashs) = § > |hashy (k) — hashs (k)| (5)
k=1
which is expected to be close to 0.5 for different ones and zero for similar

images. [ is the length of hash sequence, which used to normalize the distance
in the range [0,1].



Fig. 5. Examples of Malicious Attacks Images

5.1 Fragility Testing of Original Scheme

The image attacks can be classified into two types: perceptual insignificant attack
and perceptual significant attack. The former includes geometric modifications
and common signal processing operations on the image. Whereas some malicious
modifications, such as object removal, object changing and object insertion, can
be regarded as perceptual significant attack. Figure 5 shows some examples of
malicious attack on images, where the above images are original ones and the
below images are attacked ones.

Table 1. Relative Hamming Distances by Various Attacks

Attacks Hamming Distance
Object changing 0.0161
Object removal-1 0.0207
Object removal-2 0.0270
Object insertion 0.0345
JPEG, QF=50 0.0084
Gaussian filter, 02 =5 0.0368
Gaussian noise, 02 = 6 0.0056
Rotation, 10° 0.0178
Cropping, 5% 0.0541

To achieve good robustness to perceptual insignificant changes and the fragility
to collision, tampering and forgery are serious challenges. Here we show some ex-
perimental results of different attacks on original histogram-based image hashing
scheme. The Hamming distances of image hashes between original Barbara and
attacked Barbara images are listed in Table 1. Obviously, from the right column
data, we can find that there is no largely different between perceptual insignifi-
cant attack and malicious attacks. In other words, the original histogram-based
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Table 2. The Perceptual Insignificant Attacks in Figure 6

Attacks Parameters
JPG| JPEG compression QF=50
J2K | JPEG2000 compression | Ratio: 10
GN | Gaussion noise =5
UN | Uniform noise o?=5
GF | Gaussion filter 02=6
GB | Global bending Factor: 5
RO | Rotation Degree: 10°
SC | Scaling Percent: 5%
CR | Cropping Percent: 12.5%
HFB| High frequency bending | Factor: 0.5
0.14
012

a Original
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Fig. 6. Comparisons of Perceptual Insignificant Attacks

image hashing scheme could not distinguish that which image is maliciously
modified and which one is perceptually unchanged. Therefore, even though this
approach achieves a good robustness to geometric deformations, the fragility to
malicious modifications could not be guaranteed.

5.2 Improvement Testing of Proposed Scheme

In this testing, we show the comparative results of our improved scheme on both
robustness and fragility.

Firstly, we select ten popular perceptual insignificant attacks including ge-
ometric changes and some image processing operations, such as compression
and low pass filters. The detailed information about attacks is listed in Table
2. Figure 6 illustrates the Hamming distances of image hashes between original
images and perceptual insignificant attacked images, by simulating both original
and improved scheme. The goal of this comparison is to confirm that the good
robustness property of original scheme is preserved in our improved scheme.



11

Fortunately, we can observe that most of the hamming distances of improved
approach are similar or lower than original one, thanks to the K-means clustering
algorithm. Note that, less hamming distance implies the scheme is more robust
against perceptual insignificant attacks. The Global bending (GB) introduces
wave-like bending in image plane, which may result a tiny instability during
image segmentation. However, the Hamming distance is also lower than 0.1 under
this kind of attacks.

On the other hand, enhancing the fragility to perceptually significant attacks
is another goal in our proposed scheme. We simulate some representative ma-
licious attacks listed in Table 3. The first five attacks can be found in Figure
5. Figure 7 depicts the Hamming distances of image hashes between original
images and perceptual significant attacked images, obtained by both original
and improved scheme. Obviously, our improved scheme achieves relative larger
Hamming distance than original one, which depicts that there is an obvious dis-
crimination between perceptual changed and unchanged images. It is worth to
note that, in fragility testing, larger hamming distance indicates that the scheme
is more sensitivity to malicious attacks. Therefore, our approach is more fragile
to perceptual significant attacks. The attack (e) is an arbitrarily cropping and
paste attack which changes almost one quarter of an image. Hence, it is not
strange that the original one also obtains a high Hamming distance.

Table 3. The Perceptual Significant Attacks in Figure 7

Satellitel | Object insertion
Barbara | Object removing + face morphing
Satellite2 | Object insertion

Image Attacks
a | Trucks Object removal
b | Airplane | Object insertion
¢ | Barbara | Object removal
d | Lena Face morphing
e | Lena Arbitrary cropping and paste
f
g
h

As we mentioned in Section 2, a good image hashing scheme should be robust
to perceptually insignificant changes, as well as fragile or sensitive to perceptu-
ally significant changes which mean that an adversary can not obtain the same
hash value by modifying the image content. According to the above experimental
results, we can observe that our proposed scheme does not destroy the good ro-
bustness property of Xiang’s approach. Furthermore, it achieves a higher security
level since the fragility to visually distinct images is largely increased.
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Fig. 7. Comparisons of Perceptual Significant Attacks

Conclusion

In this paper, we have proposed an improved histogram-based image hashing
scheme by using K-means algorithm. Our proposed scheme is simple but has
an excellent simulation results than original one. Our scheme overcame the lim-
itation of original one by robustly capturing local information in the image.
The experimental results showed that our improved scheme achieves robustness
performance for perceptual insignificant attacks, and also satisfactory fragility
performance for perceptually significant attacks.
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