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Abstract. DECIM v2 is a stream cipher proposed by Berbain et al., and
it uses the compression function ABSG which guarantees the security
of DECIM v2. It also uses a buffer to ensure that the keystream of a
constant length is generated each time. In the conventional works, the
candidates of ABSG input sequence is reduced by referring to its output
one. But in DECIM v2, there is no report that can recover the exact
value of input, because of the characteristic of the buffer. In this paper,
we propose a new technique to recover the exact value of the bits input
to ABSG. Our technique can recover about 8.33% of input sequence
of ABSG. We assume that we can get the timing such that the ABSG
output is dropped. This assumption enables us to correlate the timing
of the ABSG input and that of the buffer output. Observing the buffer
output, we can recover the ABSG input.
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1 Introduction

A compression function is used by a pseudo-random generator and a stream
cipher in order to guarantee these security. For this reason, the recovery of the
inputs of compression function inputs from its outputs must be difficult. Re-
searchers have been analyzing the compression function.

The Shrinking Generator (SG) is a compression function proposed by Cop-
persmith et al. in 1993 [1], which uses two linear feedback shift registers (LFSR).
One LFSR controls the outputs of the other one. The Self-Shrinking Generator
(SSG) was proposed by Meier et al. in 1994 [2]. The structure of SSG is simpler
than SG because SSG requires only one LFSR. Bit-Search Generator (BSG),
which is faster than SSG, was proposed by Gouget et al. in 2004 [3]. But BSG
requires only an 3n-bit on average. Gouget et al. reported that there was a
weakness in BSG and proposed two compression functions ABSG and MBSG
[4].
DECIM v2 is a stream cipher proposed by Berbain et al. [5] which applies the
compression function ABSG. Since ABSG does not output a random sequence at



a constant speed, DECIM v2 uses a buffer to make it constant without degrading
the security level.

As for the evaluation of the security of DECIM v2, ABSG was analyzed by
Nakagami et al. [6] and Loe et al. [7]. Nakagami et al. recovered the ABSG input
sequence using the interval of inputs which determine the value of ABSG output.
But in DECIM v2, we can not get this interval because the ABSG outputs are
stored in a buffer and a keystream is generated from the stored values at a
constant rate. Loe et al. reduced the candidates of the ABSG input sequence
from the ABSG output one. They assumed that they can get the timing such
that the buffer becomes full in the initialization algorithm. It implies the Side
Channel Attack against ABSG. On the estimation of an 128-bit input sequence,
2128 candidates of input sequence are reduced to 23° when they estimate 128-bit
input sequence.

In this paper, we propose a new technique to recover the exact value of bits
input to ABSG. When ABSG outputs a bit, a buffer stores it if the buffer is not
full, otherwise, the bit is discarded. Here, we introducing a new assumption that
we can get this timing. This assumption enables us to recover a particular bit in-
put to ABSG by correlating the timing of the ABSG input and that of the buffer
output. Observing a buffer output, we can recover the exact value of an ABSG
input. In this situation, we could recover about 8.33% of the input sequence of
ABSG, and we succeeded to recover 8.12-8.54% of it in our simulation.

This paper is organized as follows: the algorithm of the DECIM v2 is de-
scribed in Sect. 2. In Sect. 3, we describe the mechanism of ABSG and review
the conventional analyses of the ABSG. In Sect. 4, we propose our technique. In
Sect. 5, we show the result of a simulation recovering the ABSG inputs by using
our technique. In Sect. 6, we summarize this paper.

2 The Stream Cipher DECIM v2

DECIM v2 uses an 80-bit length secret key K and an 64-bit length public initial-
ization vector IV. The internal state consists of an 192-bit linear feedback shift
resister (LFSR) S = (zg, 21, ..., Z191), where z; is an 1-bit variable. In addition,
DECIM v2 has a nonlinear filter function f, an irregular decimation mechanism
which called ABSG, and a buffer. The buffer consists of an 32-bit internal state
B = (bg, b1, ..., b31), where b; is an 1-bit variable.

The algorithm of DECIM v2 can be divided into three parts; pseudo-random
generation algorithm, buffer initialization algorithm, Key/IV setup algorithm. In
the pseudo-random generation stage, a pseudo-random sequence which is called
keystream is generated from the bits which are stored in a buffer. A ciphertext is
obtained by XORing a plaintext and the keystream. In the buffer initialization
stage, the buffer stores the ABSG outputs until it becomes full. In the Key/IV
setup stage, the internal state of LFSR is initialized by a secret key and an
initialization vector.
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Fig. 1. The structure of pseudo-random generation algorithm and buffer initialization
algorithm.

2.1 Pseudo-Random Generation Algorithm

The structure of the pseudo-random generation algorithm and the buffer ini-
tialization algorithm is shown in Fig. 1. The internal state of LFSR at time
t is denoted by S; = (@04, T1,t,...,T101,¢), and that of buffer is denoted by
B; = (bg 7, b1 7, -+ b3y 7)- The pseudo-random generation algorithm has two func-
tions PRGA_Nextstate and Buffer_Output. PRGA_Nextstate updates the inter-
nal state, and Buffer_Output generates the keystream from the buffer.

The process of PRGA_Nextstate is summarized as follows.

Stepl Updating the internal state of LFSR.
The internal state is updated by the following equation:

_ _ Jwip1e for 0 <4 <190
Futrl = {lvt for i =191 7 (1)

where

lvy = 189+ D T188,t D T169,t D T156,6 P T155,
D r132,t D x131,t D Toat D T77t D Tu6t
D T17,+ D T16,t D T5,6 D To - (2)

Step2 Updating the nonlinear filter function.
The nonlinear filter function f outputs an 1-bit variable v using the internal



state as follows:

X = (z191,t + T186,t + T178,6 + T172,6 + T162,
+ T144,¢ + 111t + T104,6 + Tes,e + T4t
+ T45+ + Tost + 13,+) mod 4 . (3)

_fO0for X =0,3
YT\ 1for X =1,2
Step3 Generating the input sequence of ABSG.
An 1-bit variable y; is obtained from the outputs of the nonlinear filter
function f and the internal state of LFSR:

Yy = U D T1. (4)

Step4 Storing the output sequence of ABSG in a buffer.
The variables y; are sequentially input to ABSG, and ABSG outputs Z =
(20,21, ...). The rate of output is approximately 1-bit per 3-bit of input.
These outputs are stored in a buffer subsequently if the buffer is not full,
otherwise, the output is discarded.

Remember that ABSG receives y; produced by Eq. (4) at the timing ¢, and
compresses the values to produce an output sequence zp (¢’ = 0,1,2,...) which
timing ¢’ is not synchronized to t. Now, we suppose that at a time ¢ the ABSG
output zy is stored in the buffer b, f;

b317g = Zt, (5>
=4 0

After 30 cycles, the stored value is shifted to by ;,3, and it is output from the
buffer at the next cycle.

2.2 Buffer Initialization Algorithm

The buffer initialization algorithm fills up a buffer after finishing the Key/IV
setup algorithm. This algorithm has a functions PRGA_Nextstate. PRGA_

Neztstate works the same way as explained in Sect. 2.1. After executing PRGA_
Nextstate four times, this algorithm ascertains whether the buffer is full or not.
If the buffer is full, this algorithm finishes and the internal state of the buffer at
that time is used as an initial state of the pseudo-random generation algorithm.

2.3 Key/IV Setup Algorithm

The structure of the Key/IV setup algorithm is shown Fig. 2. The internal state
of the Key/IV setup algorithm at time ¢ is denoted by S} = (x4, 27 4, .., TTg1 ¢)-
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Fig. 2. The structure of Key/IV setup Algorithm.

First, S* is initialized by K and IV as follows:

K; for0<i<79
o= Ki—80 D IV;‘_SO for 80 S ) S 143 (7)
&0 Ki 80 @IV;_144 ® IV;_128 ® IV;_112 ® IV;_g6 for 144 <i < 159 -
IV 160 ® IV 105 @ 1 for 160 < i < 191

Next, S;_; is updated by the following KSA_Nextstate.

X _ @iy for 0<:<190
Tithl = {lvz‘ @ v} for i = 191 ’ ®)

where [vy and v} are obtained from S} by using Eq. (2)(3).
After executing KSA_Nextstate 768 times, the derived S744 is set to Sp, which
is an initial state of the buffer initialization algorithm.

3 ABSG

In this section, we describe the mechanism of ABSG and review the conventional
analyses about the ABSG.

3.1 Mechanism of ABSG

DECIM v2 gets the compressed pseudo-random sequence by inputting the se-
quence generated by the values of LFSR and the nonlinear filter function f to
ABSG. ABSG is a bit generator that searches for a pattern in the input bit-
stream and outputs a shorter bitstream. The algorithm of ABSG is shown in
Fig. 3.
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Fig. 3. The algorithm of ABSG.

3.2 Conventional Analyses

Nakagami et al. have reported that they can recover the exact value of the input
sequence to ABSG if the interval of inputs which determine the value of ABSG
output is known. [6]. When the value of the ABSG output zp is derived from
that of the ABSG input y;, the value of yi4,,(m # 1) which determines that of
zy +1 can be recovered as follows:

Case 1 When m = 2.

Yt—1 = Yt- (9)

Case 2 When 3 < m.
Yi-1 = Yrm—2 # Yt- (10)
Yton =yt forn=1,2,....,m — 3. (11)

Eq.(9)—(11) show that it is possible to recover the input sequence yr—1 — Ytym—2
if we know the variable m. For example, when z;; = 0 and m = 2, we can recover
{yt—1, 9t} = {0,0}. Also, zv = 1 and m = 3, we can recover {ys—1,¥t,Yr+1} =
{1,0,1}. Fig. 4 shows this situation. It is noticed that the introduction of a buffer
makes it difficult to obtain m.

Loe et al. have reported that it is possible to reduce the candidates of input
sequences [7]. If we know the timing when the buffer initialization algorithm
finishes, we can reduce the candidates of input sequences. The timing informs
us to determine the number of inputs L required to fill up the buffer in the the
buffer initialization algorithm. Because the size of the buffer P is known, we can
get the number of candidates inputs C' by calculating the total number of the
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Fig. 4. Candidate inputs.

combinations as follows:

L-P-1 o
( L2P> for L=1L

L-P-1 —L-p-1 ,
C= ( L—2P ) 2 ( L—L-2 ) for <L 1z
((L-P-1 L—p—1 ,
min (L—QP >7 Z (L’—Qp) for L > L
1<p<L//2

where I’ is the number of inputs which we want to know. In their result, 2'28
of input sequences is reduced to about 289 candidates when they estimate an
128-bit input sequence and P = 32.

4 Proposed Analysis

In this section, we propose a new analyzing technique. Using our technique, we
can recover the exact value of the ABSG inputs in DECIM v2, if the timing
the buffer initialization algorithm finishes and the timing that ABSG output is
dropped, we call this timing “drop timing”, are known. First, we consider the
drop timing. Then, we describe how to recover the ABSG inputs.

4.1 The ABSG Dropped Timing

DECIM v2 generates the input sequence of ABSG Y by using the value of LFSR,
and the nonlinear filter function f. ABSG generates the compressed sequence Z
from Y. A buffer stores Z and generates a keystream Z’. When the buffer is full,
the newly computed bit is not added into the queue, i.e. it is dropped. In the
buffer initialization algorithm, for every four times executing PRGA_Nextstate
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Fig. 5. The timing each algorithm starts.

it checks if the buffer is full or not. So, the algorithm must finish at a certain
time { = 47, and then the pseudo-random generation algorithm starts at the
time ¢t = 1. Fig. 5 shows this situation.

We consider the drop timing. This timing could be restricted by using the
following two properties of DECIM v2.

Property 1. The minimum interval of the ABSG output is two clocks.
Referring to Fig. 3, at the step2 and step4 the cycle is incremented. If y; = e
at the step3, the incrementation is omitted. Therefore, the minimum interval
is derived when y; = e at the step3, and the number of cycles is two.

Property 2. The buffer b5, ; becomes empty at ¢t =47 for T'=1,2,....

Since a keystream is output from b, ; at the timing ¢ = 47T', the stored buffer
values are shifted at the same timing as follows;

bipp1 = bipa g for 0.<i <30. (13)

After by, 7 becomes empty at ¢ = 4T, we suppose the case such that ABSG
outputs zy during the timing ¢ € {47 4+ 1,4T + 2,47 + 3,47 + 4}. When ABSG
outputs zy at t = 47 + 1, it may output further one bit zy 41 at timing t €
{4T + 3,4T + 4} from the property 1. In such case, the bit zy 41 is discarded
as zp has been already assigned to b, ;. Similarly, when ABSG outputs 2y at
t =4T + 2, zp11 may be output at timing ¢t = 47T + 4 and it is discarded.

There are the other cases that the drop of ABSG outputs is occurred. Though
the buffer initialization algorithm finishes at ¢ = 0, the buffer may have been
already full at timing ¢ € {—3,—2, —1} because the algorithm checks for every
four times if the buffer is full or not. If the buffer becomes full at ¢t = —3,
an ABSG output at ¢t € {—1,0} is discarded. However, DECIM v2 does not
generate a keystream at ¢ = 0, by, 7 does not become empty at that times. Now,
if the buffer becomes full at ¢ = —3, the ABSG output at t € {—1,0,1,2,3,4} is
discarded. Similarly, the other cases can be enumerated. Table 1 summarize the
cases of timing ¢.

4.2 Recovering The ABSG Inputs

We describe how to recover the exact value of ABSG inputs by using the drop
timing at Case 1-6.



Table 1. The classification of the timing ¢.

bgy § —€ 247|241 1s dropped
Case.l| 4T +1 4T + 3,4T + 4
Case.2| 4T +2 AT + 4
Case.3 -3 -1,0,1,2,3,4
Case.4 -2 0,1,2,3,4
Case.5 —1 1,2,3,4
Case.6 0 2,3,4

Case 1 The buffer stores zy in by 7 at t =47 + 1

When the buffer stores 2y in by 7 at ¢ = 47+ 1, zp41 may be output at
t € {4T + 3,4T + 4}. Now, we suppose zy 11 is discarded at ¢t = 4T + 3.
At the time, the value of y47r43 is assigned to e, and that of ysri4 to 2y 40
in ABSG. Until y; = e, ABSG does not output zy s, we define the timing
t = {. By the way, the buffer outputs a bit as a keystream and updates their
internal state given by Eq. (13) at t = 4T + 4. Because property 1 in Sect.
4.1 shows ¢ > AT + 5, zy 4o is stored in the buffer as 63175. Since the value is
output as 27 55, the observation of 27, 4, gives us the exact value of y474.
Fig. 6 shows this algorithm.

. Observing the timing z;/ 1 is dropped,

. ABSG assign the value of yariy4 to 2y 40,
. Buffer generates 271,

. ABSG outputs zy 42,

. Buffer stores 2445 as bs, ;,

. Observing 27 33,

. Recovering yar44 from 27 35.
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Fig. 6. How to recover exact value of ABSG inputs.

Next, we suppose zy 41 is discarded at t = 4T +4. We can recover the ABSG
input by the similar way described above. At the time, the value of Y4714
is assigned to e, and that of ysr15 to z¢42. The buffer stores zp 49 in b31’g,
and outputs the value as 27, 3,. Therefore we can recover the exact value of
Yar4s by observing 27, s,. At Case 2, we can recover the ABSG input by
the similar way.

For example, we suppose an output of ABSG zy 11 is dropped at t = 11. At
the time, ABSG assigns the value of y1; to e, and that of y15 to zy 2. By the
way, the buffer outputs a bit and updates at t = 12. Hence, 2415 is stored
in the buffer as bs; 3. Buffer outputs this value as z3,, the observation of 24,
gives us to recover the exact value of yi5.
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Fig. 7. Result of the simulation.

Case 3 The buffer becomes full at ¢t = —3

When the buffer becomes full at t = —3, zy41 may be output at ¢ €
{-1,0,1,2,3,4}. We can recover the ABSG input by the similar way de-
scribed at Case 1. Supposing the last time that ABSG output zy4i is
dropped at f is during the timing t € {—1,0,1,2,3,4}. At the time, the
value of y; is assigned to e, and that of y;, | to 2y 12. Then, the buffer stores
Zy 42 in bsy 1, and outputs it as z5,. Therefore, we can recover the exact value
of y;,, by observing 23,.

The recovery procedure at Case 4-6 is analogy to the procedure at Case 3,
so the description is omitted.

5 Simulation Results

We show a numerical result of recovering the ABSG inputs by using our tech-
nique. In this numerical experiment, we use 100000 patterns of secret keys and
generate an 10000-byte keystream. We investigated the number of ABSG inputs
which could be recovered per all ABSG inputs. Fig. 7 shows the result. Using
our technique, we could recover one ABSG input by a drop timing. Therefore a
horizontal axis indicates the number of ABSG inputs which could be recovered
per all ABSG inputs. As you can see in Fig. 7, we could recover 8.12-8.54% of
the ABSG inputs. We could recover in average about 8.33% of the ABSG inputs.



6 Conclusion

DECIM v2 is a stream cipher which has submitted to ISO/IEC 18033-4. In this
research, we analyzed the security of DECIM v2, and focused on the compression
function ABSG and the buffer.

In this paper, we proposed a new technique to recover the exact value of bits
input to ABSG by using the timing when ABSG output is dropped. In DECIM
v2, some ABSG output may be dropped because the speed of ABSG outputting
is faster than that of buffer outputting. We suppose that we can get this drop
timing as the Side Channel Attack. First, we showed that we could restrict the
timing ABSG output is dropped. Second, we gave our technique to recover the
ABSG inputs. Finally, we showed a simulation result to estimate how many bits
could be recovered. The result implied that we can recover in average about
8.33% of the ABSG inputs.
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