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Abstract. Three-party authenticated key exchange (3PAKE) protocol
plays an indispensable role in history of the secure communication ar-
eas in which two clients can agree a robust session key based on a hu-
man-memorable password. Current research community focuses on the
issue of designing a simple 3PAKE (S-3PAKE) protocol which pos-
sesses both of robust system security and efficient computation com-
plexity. In 2008, Chung and Ku [4] pointed out that Lu and Cao’s S-
3PAKE scheme [12] cannot resist three variants of the man-in-the-
middle attack. The authors proposed a countermeasure to eliminate the
identified weaknesses. Nevertheless, based on our security analysis, the
S-3PAKE mechanism proposed by Chung and Ku is vulnerable to the
undetectable on-line dictionary attack. In this paper, we review Chung
and Ku’s S-3PAKE protocol and analyze its robustness. For security
enhancement, a modified S-3PAKE scheme is introduced to resist to the
undetectable on-line dictionary attack

Keywords: 3PAKE, authentication, cryptanalysis, security, undetectable
on-line dictionary attack.

1 Introduction

To achieve secure communication within a hostile network, 3PAKE mechanism is
widely deployed on lots of remote user authentication system due to its simplicity and
convenience of maintaining a human-memorable password at client side. In a normal
3PAKE protocol, each communication client shares an easy-to-remember password
with a trusted server in advance. Once any two clients intend to establish a robust
session key, both of them resort to the server and their shared passwords to authenti-
cate each other. After that, only legitimate client can be authorized to derive the cur-
rent session key.

Since Bellovin and Merrit [1] first proposed a two-party encrypted key exchange
protocol based on user passwords, many two-party password-based authenticated key
exchange (2PAKE) protocols have been investigated. However, the 2PAKE protocols
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are only suitable for client-server architecture [4]. This limitation inspires research
community to extend 2PAKE protocols into 3PAKE schemes for three-party commu-
nication environment, i.e. client-client-server model. Meanwhile, the low-entropy of
human-memorable password make 3PAKE protocols vulnerable to a so-called ex-
haustive dictionary attack while the rapidly development of semiconductor technol-
ogy can greatly reduce the computation time of malicious password guessing and
verification procedures than before. The dictionary attack is a series of challenge-
response malicious procedures in which adversary can iteratively try-and-guess the
secret password of victim communication party until discovering the correct one. In

general, the dictionary attack can be classified into three types [5].

B Detectable on-line dictionary attack: an attacker attempts to utilize guessed pass-
word in an on-line transaction and verify the correctness of his/her guessed pass-
word via the responses from server. But a failure can be easily detected and
logged at server side.

B Undetectable on-line dictionary attack: Similarly, an attacker tries to guess a
password and verify it in an on-line transaction. However, a failed guess cannot be
detected and logged by the server, as server is not able to distinguish an honest re-
quest from a malicious one.

B Off-line dictionary attack: an attacker guesses a password and verifies his/her
guess off-line. No participation of server is required, so the number of guesses
have no limitation.

In spite of many scholars [2-17] had focused on secure 3PAKE mechanism design,
most of them suffer from variant malicious attacks and the dictionary attack. In 1995,
Steiner et al. [15] developed an authentication protocol to improve the system effi-
ciency of Bellovin and Merrit’s mechanism by reducing the number of transmission
rounds and cryptographic operation. Unfortunately, the authors in [5] and [10] had
demonstrated that Steiner et al.’s scheme cannot resist against the undetectable on-
line dictionary attack and off-line dictionary attack. To enhance its security, Lin et al.
[10] adopted the public key cryptosystem technology to construct a remedy scheme.
However, the computation cost of public key en/decryption is too high to be adopted
in a 3PAKE protocol. Hence, Lee et al. [8] introduced two enhanced three-party en-
crypted key exchange protocols to achieve mutual authentication and provide perfect
forward secrecy in which the public key cryptosystem is not required. Later, Wen et
al. [17] utilized weil pairing concept to establish a 3PAKE protocol with formal proof
model. Nevertheless, Nam et al. [13] showed that Wen et al.’s protocol is vulnerable
to a man-in-the-middle attack, and interpreted their proposed attack in the context of
the formal proof model.

Designing a 3PAKE protocol which possesses both of system security and compu-
tation efficiency is particularly a challenge due to the difficult tradeoff among security
robustness, system performance and computation cost. In 2007, Lu and Cao [12]
developed an S-3PAKE protocol to pursue the security requirements and the effi-
ciency criteria. However, their protocol suffers from man-in-the-middle attacks and
undetectable on-line dictionary attack [6 and 14]. Later, Chung and Ku [4] proposed a
security enhanced S-3PAKE mechanism which is based on Lu and Cao’s protocol.
Nevertheless, Chung and Ku’s protocol is not without its flaws. In this paper, we find
that the S-3PAKE scheme proposed by Chung and Ku is insecure against the unde-
tectable on-line dictionary attack in the presence of an active attacker. A remedy



mechanism is then introduced to eliminate the identified vulnerability.

The rest of this paper is organized as follows. Section 2 briefly reviews Chung and
Ku’s S-3PAKE protocol followed by its robustness analysis. Next, we introduce our
proposed protocol in section 3 and the security analysis in section 4, respectively.
Finally, the concluding remarks are summarized in Section 5.

2  Security analysis of Chung and Ku’s S-3PAKE protocol

In this section, we briefly review Chung and Ku’s S-3PAKE scheme and analyze
its robustness, i.e. the resistance to undetectable on-line dictionary attack. Before that,
we define some notations which will be utilized in this paper.

A, B: the communication client.

1D, IDp: the identity of 4 and B, respectively.

S the trusted server.

1Dg: the identity of S.

(G, g, p): afinite cyclic group G generated by an element g of prime order p.
M, N: two elements in G.

||: bitwise concatenation.

PW7: the password shared between 4 and S.

PW,: the password shared between B and S.

H, H". two secure one-way hash functions.

2.1  Chung and Ku’s S-3PAKE scheme

This section briefly introduce Chung and Ku’s S-3PAKE method in which two cli-
ents 4 and B intend to establish a robust session key via a previously shared secret
password. A trusted server S is assumed. The detailed procedures of the normal ses-
sion are presented as follows (Figure 1).

1. A B IDJX

Client 4 generates a random number x€ Z, and calculates X<g"M™"". Next, 4
sends D 4||X to client B as a communication request.

2. B S:ID,|\X||IDg||Y

Similarly, B calculates Yé-g’-N""> where y € Z, is a random number. Then, B sends
ID /|IX||IID||Y to the trusted server S.

3. S BX|Y

Once receiving the message ID,||X]|IDg||Y, S first retrieves the corresponding pass-
words PW; and PW, and computers the following equations, where z € Z, is a random
number. Next, S issues the values X" and Y'to B.

ZEYINT, @7 & (Y, X'€g” -H(ID,, IDg, IDs, )"



FEXIM, g° & (g, Y'€ g™ -H(IDg, ID,, IDs, )"
4. B> A:X|a

Upon getting the response X" and Y’, B utilizes the shared password PW, to retrieve
g“ € Y'I|H(IDg, ID,, IDs, )72 After that, B computes value g°*¢(g*)” and a verifi-
cation message a < H(ID 4, IDg, g°%), and then sends X'||ja to 4.

5. 42> B:p

When 4 receives X'||a, he/she first calculates g“€X"/H(ID,, IDg, IDs, )" and
g7 € ()", 4 then checks whether received value o and computed value H(ID,, IDg,
g”%) is the same or not. If these two values are different, A4 terminates the protocol.
Otherwise, 4 is convinced that g“* is valid. Next, 4 calculates the current session key
SK,&H'(ID,, IDg, g”7), and a verification message < H(IDg, ID 4, g”*) which will be
promptly forwarded to B. When B receives value S, he/she examines if f/=H(ID3, ID,,
g£7%) holds. If this process is verified successfully, B will also be convinced that g™~ is
valid. Otherwise, B terminates the protocol. Now B can compute its session key SKj
<H'(ID,4, IDg, g77). Finally, both of 4 and B possess the same session key SK=SKz=

H,(IDA, [DBv ngz)

X g MM IDAIX

Yég- NP2
ID4||X||IDg||Y & XM, g7 (g

gy e Y/ NPWZ, gv: e (gv)z

X' & g H(ID,, IDg, IDs, g")""*

Xy Y' € g=-H(IDg, ID,4, IDs, g")""*

&% €YIH(IDg, ID,, IDs, g")""*
o €H(ID,, IDg, g*7)
X|ex
-
&7 €XIH(ID,, IDg, IDs, g°)"™*
Verify a
S €H(IDp, ID4, g°)

SK, €< H'(IDy, IDg, g°%)

Verify
SKp €H'(ID, IDg, %)

Figure 1: Chung and Ku’s S-3PAKE protocol.

2.2 Undetectable on-line dictionary attacks

Chung and Ku’s S-3PAKE protocol is not without its flaw. Based on our security
analysis, we find that their scheme cannot resist to the undetectable on-line dictionary
attack. The detailed procedures of this authentication flaw are shown as follows (Fig-
ure 2).



1. A~ B:IDJX
A operates normally as that in step 1 of Chung and Ku’s S-3PAKE protocol.
2. B~ S ID/|XI|IDg||Y

Once B receives ID,||X, he/she guesses a password P#’, and computes g* € X/M™"
and Y=g"-N""2. Then, B sends ID||X||IDs||Y to S and abandons the current session
communicated with 4.

3. S>BX|Y
S operates normally as that in step 3 of Chung and Ku’s S-3PAKE scheme.

gEYIN =g NN g2 ("), X'€ g™ H(ID,, IDs, IDs, g')""*
g EXIM =g MM, g° ("), V'€ g -H(IDp, ID4, IDs, &)

Once B receives the values X' and Y, B utilize his/her own password PW, and
guessed password PW’ to retrieve the values g“and g*°.

g% € Y'IH(IDg, ID,, IDs, g°)*"2, g** & X'IH(ID,, IDg, IDs, g°)"""

Next, B examines whether these two retrieved values g and g*~ are identical or
not. If this examination holds, B confirms that password P#W" is correctly guessed.

X /4
X€gM IDIX ’
—— > Guess PW
& X
Y & g‘ NT2 ID (| XIIIDg||Y gx GX/M'PWI, g\': é(gx)z
Abandon this g GY/NPW? g€y )
session X' & ¢"*H(ID,, IDp, IDs, g)™""

X’”Y’ Y é g‘c:_H(IDB’ IDA, IDS, gx')l’lm

g% €Y'/H(ID, ID,, IDs, g )""*
g'* €X'/H(ID,, IDg, IDs, g°)""
Compare g“ and g**

Figure 2: Undetectable on-line dictionary attack on Chung and Ku’s protocol.

3 Anenhanced S-3PAKE scheme

The undetectable on-line dictionary attack are a natural deficiency of all S-3PAKE
mechanisms once it does not provide any verification process for the authenticity of
transmitted request or response messages. Hence, in this section we develop a security
enhanced S-3PAKE scheme, which is embedded with a message authentication proc-
ess at server side, to more effectively withstand the undetectable on-line dictionary
attack. The detailed procedures of our countermeasure are presented in Figure 3.



A (ID,, PWy) B (IDy, PWy) S (H(ID,), ID,4, PWy,
H(IDg), IDy, PW>)

X x A H2PW)
X € (¢]|H(g", ID)-M" HUDIX

Y € (¢'||H(g', IDy))-N"P"D

(I H(g", ID,)) € XM,
Verify H(g", ID)?

If it holds, then compute g*
&(¢') and X'€ g H(HX(ID,),
H(IDy), IDs, H(PI), g

H(ID)|IXIHA(IDg)|Y

(@'||H(g', IDy)) € YINS,
Verify H(g", IDg)?
x|y If it holds, then compute g*
. &(g') and Y'€g=H(HY(IDj),
& CYIH(H(IDS), HID,), HID,), IDs, H(PW?), )"
IDs, H(PW), g™
a €H(H(ID,), H(ID5), g™

Xl
PR
g" €X'lg"™H(HXID,), H*(IDs),
IDs, H(PWy), g7
Verify o ?
B €H(HA(IDs), H(ID), g)
s
SK, € H(H(ID,), H(IDy), g°) Verify 2

SKp € H'(HXID.;), H(ID3), &)

Figure 3: An enhanced S-3PAKE scheme.

1. A B: HH(ID)|X

Client A4 first inputs its identity /D, and password PW;. Next, A generates a random
number x € Z,, and calculates H2(ID,) and X€(g'||H(g", ID,))-M™""), Next, 4 sends
H*(ID,)||X to client B as a communication request.

2. B> S H(ID,)|IXIIH*(IDs)||Y

Similarly, B inputs its identity /D and password PW,, and calculates H*(ID) and
YE(QIH(S, IDs))-NT" in which y € Z, is a random number. B then sends
HX(ID,))||\X||HA(IDg)||Y to the trusted server S.

3. S>BX|Y

Once receiving the message H*(ID.,)||\X||H*(IDg)||Y, S retrieves the corresponding
shared information ID,, PW,, IDs and PW, based on the received values H*(ID,) and
H*(IDg). S then performs the following computations, where z e Z, is a random num-
ber. Next, S issues the values X" and Y'to B.

(|| H(g", ID,,)) € YIM™" verify H(g", ID,)? If it holds, then
g€ (QY, X'€g” H(H (ID,), H(IDg), IDs, HPWy), g)"*")
(&'||H(g", ID3)) € XINT2)  verify H(g", IDg)? If it holds, then
g€ (g, Y'€g® H(HXIDg), H(ID,), IDs, H(PW?), &)

4. B A X|a



Upon getting the response X’ and Y, B utilizes its identity D, and password PW, to
retrieve g € Y'/H(H*(ID3), H*(ID,), IDs, H(PW,), g")"""?. After that, B computes
value g%°€(g“) and a verification message a€ H(H*(ID,), H(IDs), g°7), and then
sends X'||a to 4.

5. A>B:p

When 4 receives X'|a, he/she calculates g€ X" TH(HA(ID,), H(IDg), IDs, H(PW),
2)P9 and g€ (g")". 4 then checks whether received value « is identical to com-
puted value H(HX(ID,), H*(IDg), g%°). If these two values are the same, 4 is con-
vinced that g~ is valid. Otherwise, A terminates current protocol. Next, 4 calculates a
session key SK,&H'(H*ID,), H*IDs), g”°), and a verification message f<
H(HX(IDg), H(ID,)), g°7). Then, 4 sends /8 to B. When B receives S, he/she examines
if B=H(H*(IDg), H*(ID,;), g°%) holds. If this verification process is passed successfully,
B will believe that g~ is valid. Otherwise, B terminates current protocol. B then com-
putes a session key SK € H'(H*(ID..), H(ID3), g*7). Finally, both of 4 and B possess
the same session key SK,=SK,=H'(H*(ID..), H(ID3), g*).

4 Security analysis

In this section, we only discuss the enhanced security, i.e. the resistance to unde-
tectable on-line dictionary attack, of our proposed S-3PAKE protocol.

Claim: The enhanced S-3PAKE scheme can more effectively resist to the undetect-
able on-line dictionary attack in comparison with Chung and Ku’s protocol.

As mentioned before, the undetectable on-line dictionary attack is a natural defi-
ciency of all S-3PAKE mechanisms which does not provide the verification proce-
dures for the authenticity of transmitted messages. Therefore, our enhanced protocol
adopts a message verification process, i.e. H(g", ID,) and H(g’, IDg), at server side to
prevent this potential security weakness. In addition, as we simultaneously utilize two
well-concealed secret values, i.e. user’s identity and password, to protect client’s
transmitted information, an adversary must devote at least twice computation efforts
to invoke an undetectable on-line dictionary attack on our protocol in comparison
with that in Chung and Ku’s protocol. This makes our protocol more secure. Further-
more, each transmission message in our protocol is protected by various secret values
such as ID,, H(ID,), PWy, H(PW.), IDs, H(IDg), PW, H(PW,). This design can
eliminate the correlation between transmitted values and greatly reduce the possibility
of invoking an undetectable on-line dictionary attack on our enhanced protocol. On
these grounds, we believe that the proposed S-3PAKE scheme can more effectively
resist to the undetectable on-line dictionary attack than Chung and Ku’s protocol.

5 Conclusion

In this paper, we have demonstrated that a recent S-3PAKE protocol proposed by



Chung and Ku is insecure against the undetectable on-line dictionary attack. To
eliminate the identified authentication weakness, we develop a remedy mechanism to
achieve security enhancement. By adopting two newly proposed design concepts, i.e.
(1) message authentication mechanism at server side and (2) hash-chain value based
protection design, our enhanced S-3PAKE scheme is more secure and convinced than
Chung and Ku’s protocol in terms of resistance to the undetectable on-line dictionary
attack.
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