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Abstract. Security threat connected with unlawful accesmetlical treatment
information is involved with patient’s life. We mauthorization system that is
strong what first of all and can do it that authativeness guarantee of
certification service is essential. Therefore, his tpaper, we implement bio
device certificate for medical equipments for troétdata and user principal
who user certificate, medical equipments as wedlltasbute certificate of users
collects and prototype of authentication systent tiving body information
certificate for confirmation is available. By veiifig effectiveness of proposed
system and implementation of authorization systesih ¢onsider access control
model which is suitable for medical treatment eowiment, we show that
minute access control for Tele-medical servicerdffedJbiquitous environment
is available.
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1 Introduction

Security technology connected with privacy and ar#ation and authentication to
protect private life information of individual issgential, because Tele-medical
service handles important medical treatment infdionaof individual. But, Ipath[1],
OpenEmd[2], TeleCardio-FBC[3], Medintagra Web[4¢db are representative Tele-
medical system present provide authentication serthat use ID and Password as
user authentication. These user authenticationsdbas 1D, Password could be used
by someone who knows ID and Password even if thheynat principal who use
service. They can use the service instead of. Térereneed the process that use
living body information of user so that only ondselay can approach to medical
treatment information for privacy protection thréugedical treatment information.
Tele-medical service such as WBASN[5], CodeBlue[§] using living body
authentication. When information of patient wasasex to user who power does not
exist by doing not authentication about user's aitth even if used a living body
authentication technology, patient's privacy anegnty of various data do not get
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guarantee. It can be fatal to security. Therefiinegeds authentication process about
authority of user.

Therefore, in this paper, we consider suitable s&ceontrol model[9] in user
authentication, user attribute authentication[4fy Hevice authentication[8], living
body information authentication and medical treattrenvironment for Tele-medical
security service offer in Ubiquitous environmentdaverify effectiveness of the
system proposed by composing and implementation aothentication and
authorization system.

Also, through a scenario, we confirm accessibilibhat is reliable to medical
treatment information in various circumstances amgdronments.

2 Background

Now, as user authentication and attribute authatbic, in wire environment PKI and
authority administration base structure are usetliawireless environment wireless
PKI and wireless authority administration basecitrre are used. These are amiss in
Ubiquitous environment because that considers wing wireless environment
separately. Therefore, we compose user authewticatind user attribute
authentication system in Ubiquitous environmentt timegrate wire and wireless
environment{WPMI integration treatise].

Wire and wireless integrated system for user aditetion and user attribute
authentication can bring privacy infringement wineedical treatment information of
user who do not want to exhibit is exposed by earifig information of the user as
right user even if an user who know user's perskeylbased on certificate is not the
actual user. Therefore, we reinforce user's auttaian with bio authentication
technology using living body information such asgrprint and iris so that in wire
and wireless integration authentication and auffation system only the person
oneself use the system.

User authentication and authentication of devieg thcognize patient’s information
are also important for Tele-medical service in UWiiious environment. Tele-medical
service is impossible without all authoritativene$snedical devices that sense living
body information of patient such as ECG, blood guwes, pulse or environment
information such as position of patient in a remptace. Therefore, we applied
technology that authenticates devices throughfimert issuance of device at trust
institution for device certification to medical dee.

A device certification technology that design sattltan do sensor and device
authentication through bio device certificationttba device certification institution
issues were studied.

The user authorization method based on ID, Passwbrexisting Tele-medical
system is not fit to Tele-medical System that harg#rson's life. Hence, RBAC for
U-healthcare model[9] which is suitable for meditralatment service of ubiquitous
environment was proposed with considering Tele-cadbystem special quality of
Ubiquitous environment like access control and medaffairs by circumstance
information such as position or time of user, ctindj user privacy.



For all that reasons, in this paper, we verify @ffeeness of system that is proposed
by composing authentication and authorization systeat consider access control
model suitable for user authentication, user attebauthentication, bio device
authentication, living body information authentioat medical treatment
environment and implementation of prototype foreFeledical service in ubiquitous
environment.

3 Authentication system implementation for Tele-medical
service

3.1 System configuration

Authentication for Tele-medical service in Ubiquisoenvironment is separated into
device authentication, user authentication and atebute authentication. Figure 1
illustrates that security framework is consisted@fsor device, client and server.
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Figure. 1. Security framework for Tele-medical service in Ulitqus environment

Digital Signing

Client use X.509 certificate issued by authentaratnstitution for user authentication
of Tele-medical system and use bio certificate thaseX.509 for strong certification
system. Also, for providing service which is proper user's attribute and authority
in wire environment which wish to use Tele-medisatvice, user's attributes are
authenticated by attribute certification. For usegrtificate, user in wireless
environment same as wire environment uses wir@lelsc key certificate that follow
X.509 certificate or wireless transmission classusgy protocol (WTLS : Wireless
Transport Layer Security) certificate which is telaly lighter than X.509. And user's
attributes are authenticated by using wirelessbate certificate proper for wireless
environment. It offers user authentication that bieinformation for reliable Tele-
medical service offer in wireless environment. Besga of worry about personal



information leakage by popularization of wireleatelnet use, technical development
that applies biometrics to potable telephone sicimas been attained. Hence, bio
information abstraction such as peculiar voice sérufingerprint, face and iris are
possible using potable telephone. We verify biotiftesite by comparing with
template information that is registered in bio @mtication institution extracting bio

information.

If user authentication process ends, user acquit@odty of user through RBAC
for U-healthcare access control model and is pexvidorrect reliable service in own
authority through verification for attribute ceitifte issued for authentication.
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Figure. 2. Security process of authentication and authorinagigstem for Tele-medical
service of Ubiquitous environment



Differences between our proposed mechanism antreximechanism are given in Table 1.

Tablel. Comparison proposed mechanism with existing mashan

User User Device Bio Wire, Wireless
Authentication Authorization Authentication Authentication Integrated
Services
wire  wire  wire wire
less less
PKI yes no no no no no no
WPKI no yes no no no no no
PMI no no yes no no no no
WPMI no no no yes no no no
PKI+PMI Yes no yes no no no no
WPKI+W no yes no yes no no no
PMI
Device no no no no yes no no
Bio no no no no no yes no
Proposed yes yes yes yes yes yes yes
System

3.2 Implementation environment

In Ubiquitous environment, apply access control eiddr the Tele-medical service
to the wire and wireless integration Tele-medicatvice combined with user
authentication, user attribute authentication,nlivibody information authentication
and device authentication to provide safe senhiegis correct in user authority of the
authentication system for the Tele-medical senénd implement a prototype. It's
implementation environment : Windows XP for systemplementation environment,
Visual Basic.net and J2ME for user simulation asdruGUI, TinyOS 1.0 and NesC
to use Zigbee's biosensor for circumstance infdaomatind medical treatment
information data collection and MySQL Server 6.0database.

Figure 2 illustrates security process for the pygte implementation of the system.
Prototype that is implemented on the basis of p®ad above figure 2 consist of bio
device module, personal server module, bio devigthemtication module, bio
authentication module, user authentication moduiggr attribute authentication
module, wireless user authentication module, waekgtribute authentication module
and Tele-medical service server modulo. Each modde policy modules of
authentication institution, password module forrgption such as key pair creation
and authentication administration module that issared manages certification. Also,
it consists of directory server for certificationdareal-time certificate verification
protocol for certification verification in wirelegnvironment.



3.3 Authentication system for Tele-medical servicein wire environment

We established a following scenario for effectiveneerification of security process
in wire environment proposed in this paper. In waérevironment, patient measures
own present heart rate and temperature and patishes to request treatment to a
doctor with the results. Patient connects in Tebslital service as next figure 3.
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Figure. 3. Tele-medical service connection

Existent Tele-medical service can use the sendca aser by access control policy if
input ID and password to connect in the medicattment service as figure 3. But,
the system proposed in this paper needs user digdgon process that use
authentication with below figure 4 so that only msého is authenticated from a
reliable authentication institution can use theteys
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Figure. 4. User authentication with public key certificate

Patient takes public key certificate, attributetifieate and bio certificate that is
issued from authentication institution. Patientheis to use fingerprint recognition
among own medical information to make sure ceridientity. Read bio device



certificate of fingerprint recognition device antieck effectiveness of certificate
before connection is completed connecting bio detic use fingerprint recognition
device. When bio device certificate is valid, senthessage that device is connected
completely as following figure 5.

Connected with the device

(1] |'_'OK_| LLll

Figure. 5. Connection to bio device

Fingerprint recognition device confirmed as relaldevices through bio device
certificate operate fingerprint recognition as figs. Now, a lot of products are
supplying programs that support fingerprint redlma Figure 6 depicts a fingerprint
recognition device and a fingerprint recognitioplagation program.

|.|55Fin=;em rint recoznition e | |58 Finzerprint recosaition Mmoo o |

Fingerprint Recognition Complete

Figure. 6. Fingerprint recognition device and application peog

Recognized fingerprint data is identified by digganature with user's personal key
and sent to a server. In the server, it checksatiga data and user's certificate with
public key of authentication institution. Also,dhecks ID item whether template is
same as user of public key certificate and cheffexteveness of bio certificate. If
one is not verified among those, user can't use #yistem because the user is
untrustworthy. If compare with template stored io buthentication institution and
fingerprint data which user sends and they are Imedtcthe user must be reliable.
Check effectiveness by using public key of attgbatithentication institution for
verification of attribute certificate after usertification and ask patient circumstance
information after bring attribute of user throughcamparison whether owner of
public key certificate, serial number and attriboggtificate are matched. The server
offers user service that can check role after eransircumstance information and



confirm constraints of user. This user has twogaldead of a department and patient
with below figure 7 because he is working as a hifaddepartment in hospital.

‘ Select a role

l Head of department

| Patient

Figure. 7. User's role selection window

When user chose the role of the patient, the sertimt can measure medical
treatment information of patient as next figures8provided. Next figure 8 shows
service window before measuring heart rate anchtplémperature.
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Figure. 8. Heart rate and temperature measurement window

When click "starts measurement”, it shows a meaguwindow. Heart rate and
temperature measurement are started through Zigleesor that we use for
implementation of the system in this paper.

Figure. 9. Heart rate and temperature measurement



If measurement is finished, a result window aslfigis shown and user can request
medical examination and treatment.
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Figure. 10. After heart rate and temperature measurement

If a doctor of a user is assigned from 9 to 12ocklto give medical treatment for
Tele-medical service, when patient get authentitatith patient's attribute, medical
examination and treatment request time may berset 9 till 12 o'clock. Therefore,
the service may not be offered if patient triesldomedical examination and treatment
request at 7 o'clock in the evening.

User who use this service can trust in data catbedrom bio device when
fingerprint realization with getting bio device hantication. Hence the user can
approach to own data and the user's data and grar@cprotected even if someone
knows the user's ID and Password.

User can get provided fluidic and reliable meditahtment service with that the
user is granted by access control model suitabl&dte-medical treatment service.

34 Authentication system for Tele-medical servicein wireless environment

In this paper, it composes following scenario fiifeaiveness verification of security
process in wireless environment of authenticatiomd aauthorization system.
Emergency circumstance happened in the interidrlthtarnet is not established. A
doctor of public health center in interior arrived the place that emergency
circumstance happens but the doctor could not g€ snformation of patient.
Because it is circumstance that life is threaterieds most important for the
circumstance to know medical examination treatnresbrd about patient and all
drugs prescribed in existing. Therefore, the pubdealth center doctor connects to the
Tele-medical service and examines medical treatnrdotmation of patient. The
doctor must receives hospital report of charge atoghd take right steps. Using the
Internet was not possible in the place happenedgamey circumstance. The doctor
wishes to connect to patient information by ownlual phone. URL of bio
certificate, wireless public key certificate, wigeb attribute certificate and device
certificate exist in the public health center dosteellular phone. After the doctor
connects to medical examination and treatment sysied identifies himself through
own public key certificate and fingerprint confirtitan, the doctor access to doctor



patient information retrieval service through hisnowireless attribute certification.
According to the given information of the patietite patient is suffering from high
blood pressure. Therefore, the doctor urgently momeab blood pressure. Blood
pressure measurement device is the trust medicacalghat is issued device
certificate and it sends measured data to medreatmhent information system.
Patient's charge doctor sees sent data and makp#tahaeport. Because a public
health center doctor receives hospital report cfi@ge doctor, disposal about patient
is available. Next figure 11 is an example that lenpents potable telephone user's
authentication and house system scenario throudl j#ogramming.
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Figure. 11. Remote medical examination scenario implementatigraposed system

Figure 11 is a flow chart screen that implemengésgbenario. A public health center
doctor inputs password and connects to Tele-medsgalice. The doctor is
authenticated with verification of wireless pubkey certificate. The authenticated
doctor needs user authentication through livingybiaébrmation to identify user who
try to approaches to the system actually. In 20®htech PG-6200 device that is
fingerprint realization phone getting approval @& has sold and patent application
of portable telephone that use biometrics sucho&seviingerprint face iris has been
increasing. Biometrics process through potableptelae did not implement in this
paper, but it is considered that strong user éeatibn through biometrics would be
possible while popularization of biometrics potatgiephone attains.

If suppose that a public health center doctor ihenticated by user certification
that use living body information such as own voard fingerprint attribute, the



doctor can use doctor service which is a role efghblic health center doctor and
patient service with wireless attribute certificaterification through URL of radio

attribute certificate stored to cellular phone wthenticate attribute of the public
health center doctor. But, now because the dootdotsearch information of patient
by role of a public health center doctor, he choasctor and confirm information
of patient connect to patient information retriesaivice.

Present patient needs blood pressure measurenterefdre, patient is measured
blood pressure and prescribed with sending hospgtadrt to a charge doctor using
blood pressure measuring instrument that receiv@évice authentication.

If there was no radio public key certificate, ityrtze impossible for the doctor who
does not treat in security level degree regardiiegdf patient to approach the data.
That circumstance is that life is threatened but ifloctor can approach patient
information without public key certificate, it cdantonnect identity of a doctor
approaching in believability approaching to patigribrmation. Continuing if access
is possible to patient information without attrieutertificate, privacy infringement
possibility of user is occurred with that user wimesn't have authority see patient
information. Also, data that is submitted throughgérprint realization device
became untrustworthy, when measurement devicdnéoptiblic health center doctor's
fingerprint measurement was not issued devicefioatie.

4  Effectivenessverification

Authorization model proposed in this paper includamstraints of conditions,
purposes, constituents and obligations. It simdlateser authentication and
authorization system that terms of user, objectaed obligations include through
following scenario. The scenario is as following.daActor diagnoses child and get
permission as a purpose that submit diagnosticgssirg information. The doctor
needs an approval of parents by condition resbrictto process diagnostic
information of the child and before diagnosis aslitigations, restrictions, has duty
to inform child's parents of diagnostic informatiby a call. Also, it must attain at
office hours in the doctor own room to make diagisasformation of child on other
condition. Effectiveness verification of this scenas as following.

First, set permission, condition, duty, and purpesastraint about a doctor.
Following figure 12 depicts permission assignmentd apurpose restriction
assignment. Figure 13 depicts condition restriciesignment and figure 14 allocates
constraint regarding to obligations.
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Figure. 12. Example of permission assignment and purpose ¢#striassignment

In P8 of figure 12, permission is defined to beedited to a doctor. P represents place
as circumstance information and is allocated toptaksby value. Also, regarding
purpose restriction assignment, constraint for sabion is allocated.
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Figure. 13. Example of condition assignment

Above figure 13 illustrates allocating conditiorfsconcession of a doctor. Must have
parents agreement and it is allocated to use gdeemission within office hours in
the own room.
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Figure. 14. Example of obligations assignment

Above figure 14 illustrates allocating obligationlsat forewarn before execute
permission with calling parents that is obligatiemgermission P8.

Second, following permission is allocated to a doctafter permission
establishment and a doctor can use Tele-medicaicsewith following figure 15.
Below figure 15 represents simulation flow charaafoctor who is allocated P8.
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Figure. 15. Simulation including conditions, objectives andigations




Figure 15 represents user authentication and attrilauthentication process with
second scenario. A doctor connects to diagnosticgasing information system and
chooses for submission. When process diagnostizrivdtion about patient if input

information about patient, constraint that pareagpproval is necessary is shown. If
choose confirmation button, obligations as figurelebicts is shown and confirm

whether circumstance information condition and gahre matched with reading
circumstance information. When the doctor own rogn208 and a room number
from circumstance information is 207, it displayarming message that move to 208
without offering a doctor service. When a doctor vew to 208, check time

information for office hours and when the time ighin office hours, the doctor

makes diagnostic processing information about patié the doctor leave from 208

during creating a diagnosis, display warning mesdhgt return into the again own
room. We verified effectiveness of Tele-medicalvgar that includes conditions,

objectives and obligations proposed through theskition in this paper.

5. Conclusion

In this paper, we implemented prototype using Mifesic.net, J2ME, TinyOS 1.0,
NesC and MySQL 6.0 in Windows XP with the modeligesd for authentication
and authorization systems for Tele-medical treatmearvice in Ubiquitous
environment.

Verified effectiveness to authentication and auttadion system for Tele-medical
service in Ubiquitous environment through simulatihat use system implemented
by various scenarios.

The system offered reliable Tele-medical treatnsgstem, data security of patient,
device security of medical equipment, and user gosivguarantee by equipping
stronger authentication system and authorizatistegy than existent Tele-medical
service in Ubiquitous environment and implementethis paper could do fluidic and
minute user access control by using proposed acoesol model.

Later, it is considered that need standardizatiesearch about authentication
technology and bio device authentication technolimgywire and wireless integration
environments.
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