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Abstract. For providing secure network environments, many authentication
schemes have been proposed for preventing various kinds of attacks. Among them,
many authentication schemes were proposed for the low-computation devices, like the
smart cards and the RFID tags. Since the computation capacity of these devices is
low, only low cost operations can be used. In this paper, we propose an efficient and
robust authenticated key agreement scheme for the low-cost RFID tags. By our
proposed scheme, eligible users can get the provided services using RFID tags
securely and efficiently, and the service providers can authenticate users securely and
efficiently. Also, even if an attacker can get the RFID tag and then gets the data
stored in the tag’s memory, she/he cannot use this stored information to derive the
transmitted encrypted messages that are sent before she/he got the tag.  Thus, our
proposed scheme isrobust and can provide forward-secrecy.

Keywords: RFID security, mutual authentication, key agreement, forward
secrecy, denial of service attack, robustness, privacy protection.

1 Introduction

When people want to get services over the Internet, they usually care the problems
about network security. Thisisasignificant concern in the network. Many people
and companies are concerned with the sensitive business data, important person
information, which is stored in computers. If the above data is exposed by the
attacker, the adversary may counterfeit the identity of a legal person to login into
servers providing controlled services. It will lead to a large damage for a legal
person.

If a security problem had been found, many security mechanisms may be proposed
to prevent this problem. The authentication protocol is one of the mechanisms for
preventing an illegal user to use the network services. Since Lamport [14] proposed



a password authentication scheme in 1981 to achieve the user authentication, many
schemes have been proposed [1, 2, 3, 4, 5, 6, 8, 9, 10, 12, 13, 16, 20, 22]. These
proposed schemes can solve some problems of the Lamport’s scheme and can prevent
some of the adversary’s attacks [9, 10, 11, 13, 16, 20].

In 2007, Le et al. [15] proposed a forward-secure RFID authentication and key
exchange scheme. In their paper, they claimed that their scheme can provide
forward-secrecy in the RFID system, and they claimed their scheme only needs low
computation operation by using the pseudo-random function.

In this paper, we propose a new RFID scheme that not only satisfies all the benefits
of Le et al.’s scheme but also that the computation cost is lower than Le et al.’s
scheme.

The paper is organized as follows. In Section 2, we review the related works. In
Section 3, we propose our proposed scheme. In Section 4, the security analysis of
our proposed scheme is given. In Section 5, we make a comparison among our
proposed scheme and the related schemes. In Section 6, we have a discussion.
Finally, we make a conclusion in Section 7.

2 Reéated Works

In this section, we will review the related RFID authentication schemes. 1n 2007, Le
et al. [15] proposed a forward-secure RFID authentication and key exchange scheme
for RFID devices. In this section, we review Le et al.’s scheme, which consists of
two protocols, O-FRAP and O-FRAKE. We describe their scheme as follows.

In Le et al.’s proposed scheme, it needs some trusted setup and a protected server
database. The trusted setup is done in a physically secure environment. Each tag
and the server both need to store a fresh, unique key triple (r, k*, k"), which is

randomly generated. Thevalue r isaonetime-use anonym for the tag and is used

for optimistic key-retrieval. Thevalues k* and k° both are the tag’s authentication
key. k* is used in the authentication protocol and updated after each successful
authentication. k® isasecondary key, that is used in the key-exchange protocol and
also will be re-computed after the key-exchange protocol.

There is a key triple stored in the tag’s non-volatile memory and in the server’s
database D. The form in the server’s database D is <«i, previours, current; > - At
the setup phase, previous is(L, 1, 1), and current, is(r,,k*,k) . In Le et al.’s
scheme, the server must keep a pair of key triples for each tag to preserve consistency
since keys may be modified in the presence of active adversaries. Since the server
computes the updated key triple before the tag can update the key triple, an adversary
could tamper with the communication channel and try to prevent the tag from
computing the updated key. For solving this problem, during an authentication
phase, the server can detect if thetagisusing previous Or current,. If thetag uses

current;, then the server will replace previous with current, and store the newly
computed value into the current . If the tag uses previous instead, then



previous is preserved and current, is replaced with newly computed value. This
operation isdenoted D.update(i) inLeetal’s scheme.

21 O-FRAP

Leet al.’s first protocol O-FRAP is an optimistic forward-secure RFID authentication
protocol. In this protocoal, o and fog € values, which is generated randomly by

the server and the tag. This approach can preserve the anonymity of the session and
prevent the replay attack. The value Fiag is generated for optimistic identification

of thetag. Thevaue kg, is the tag’s current key and will be updated by the server

after the authentication protocol.
After being initialized by the server, the tag uses the pseudo-random function F
to compute four values v, v,,v,,v, -

In O-FRAP, v, isused for updating the pseudo-random value fag ' Vo isused for
authenticating of the tag; \, is used for authenticating the server; , is used for
updating K, In Le et al.’s O-FRAP protocol, the four values computed by the
server by applying the pseudo-random function F to (S A denoted as

vV, ,V,,V;,V,. These values correspond to the non-starred values when the adversary
is passive.

TAG = (I, Key)

Tag Server
Ve F(KEy g 11 Toe) F
(Vo Vg, V) <22V s if Dretrieve(T, , Jreturn <i, previous, current, >
(Tag: Tiag) < (Tigg V1) SearchRange < i, j]
dse
Fiag I V2 SrchRange < [Lr]
endif
forj in SeerchRange

and instance in { previous, current}
do
V'« F(instance ; (K*), T Il Tse)

e e ey pars
(V2Vo, V) &—— v

if v, =V then .
Vs if v,=v, then
output ACCEPT (server) .
(kig) < (Vi) ‘I)DU‘PUt AC_CEPT(tag(J))
endif .update( D
endif
enddo

Figure 1. Le et al.’s O-FRAP protocol



Note that after each authentication, the tag key k2, will be updated. This

approach can give a strong separation between sessions. In particular, if a tag is
attacked successfully by an adversary, the attacker cannot derive the relationship
between sessions using the transcripts of earlier sessions. Le et al.’s protocol O-
FRAP isshownin Figure 1.

22 O-FRAKE

Le et al. proposed another protocol O-FRAKE, that is an optimistic forward-secure
RFID authenticated key exchange (AKE) protocol. This protocol is essential the
same as O-FRAP excluding that it uses five random numbers v,,v,,v,,v,,v, , which

are generated by the pseudo-random function F . For securing the communication
channel between the server and the tag, the protocol will outputs the value kf;g-

which is an agreed session key for securing the subsequent communication. Le et
al.’s protocol O-FRALE is shown in Figure 2.

TAG = (rtag J ktZg J ktl;g )Tag

Server
Ve Pk Tiag 1 Tos) lyys if Duretrieve(T,,, Jretumn <i, previous, currert,
(V1 V., Vg,V Vg eV SearchRange < [i, ]
(Kag ’ rtag) <~ (rtag 1V1) — dse
T V2| semrchRange <[y
endif
forj in SearchRange
andinstance in {previous, current}
do
vV« F( instanceJ (K®), T 1)
R (V] Vi Vi, Vi, V) ISRy
IV, =; then V; if v,=v, then
output ACCEPT (server, ktl;g) output ACCEPT (tag( j),instance (k"))
(kg ktt;g) < (V,V6) D.update( j)
endif endif
enddo

Figure 2.Leet al.’s O-FRAKE protocol



3 Our proposed scheme

In this section, we demonstrate our proposed RFID scheme. Our proposed scheme is
robust and efficient by only using lightweight operations, e.g., the exclusive-or
operation or the addition operation, in the tag.

In our proposed RFID scheme, there are some values stored securely in the RFID
tag in advance. In the tag, the memory stores {ID;,S.C}- where ID. =E,(ID,)

ID, isequal to h(ID,,||R,) that is the tag’s identity for the (k)th authentication
protocol, x is a secret key kept secret and maintained by the server, and S =h(x,R )
is a shared key between this RFID tag and server. R is a random value that is

chosen by the server in the authentication protocol and will be re-computed after the
success of the authentication protocol. C, is a verification value used in the

authentication protocol. In our proposed RFID scheme, the server needs to store
R andthe R , initsverification table for verification.

When a tag needs to authenticate a server for the kth time login, the tag will
compute arandomly value N,, and then send {ID.,C.,S ®N,} to the server.

After the server receiving this message {ID_,C,,S ® N,} , the server uses the secret
key x to decrypt |D, to obtain the tag’s identity |D,. It then uses the identity to
search R from the verification table. After finding it, the server will compute
S =h(x,R ), compute h(ID,,S,), and check if itisequal to C, . If it not equal to
C,, the server will retrievethe R, from the table, compute S =h(x,R_,), create
h(1D,,S,), and check if it isequal to C,. If itisnot equa to C,, the server will
cancel this authentication protocol. Otherwise, the server computes S ® N, @ S,
to get the nonce N, and generates the server’s nonce N,. The server will compute
MAC, =(N,®N,) and y=S ®N,, thensends MAC, and Y tothetag.

When the tag getting the data successfully, the tag computes MAC,® N, to
obtain the nonce N, and compute S @ N, to check if it isequal toy . If it is not
equal to Y, the tag will suspend this authentication protocol. Otherwise the tag
computes MAC, =S, @ (N, + N,) and sends it to the server.

When receiving MAC, from the tag, the server then computes S @ (N, + N,)
and checks if it is equal to MAC, . If not, the server stops this protocol.
Otherwise the server computes B, =(S +N,)@N, and chooses a new random
number R ., where R , is a randomly value used for creating the (k+1)th’s

shared key and verification value. After computing the values, the server computes
Sk+1 = h(S, Rk+1) ! Ck+1 =h(ID, S<+1) and le+1 = h(IDk [ R<+1) : Then it sends

P,=R®S., P,=R®C,_,, and ID._ =E,(ID.,) back to the tag. Finaly,



the server stores R,, and |p , in its verification table. If the session key
agreement is needed, the server can compute asessionkey S =(S +N,)® N,;.
Finaly, when the tag receiving P, =R ®S, ., P,=R®C,, ad
ID._ =E,(ID,,,) from the server, the tag will compute P, ®R =S, ad
P,®R =C,, toget §,,and C,_,. Thenit storesthe valuesinto the memory for

the use in the next authentication protocol. If the session key agreement is needed,
the tag can compute a sesson key S =(S +N,)®N,. The robust RFID

authentication protocol is described in Figure 3.

RFID,,, ={ID,,S,.C} Secret key x
C.=h(ID,S)
ID. =E,(ID,)
T Reader
S, =h(xR) 2
D,(ID;) = ID,
N, : arandom number Usethe D tofind R, inthetable
{ID..C,.S, ®N} Compute S, =h(x,R,)
Compute h(I1D,, S,) and check if equal C,
S< @ N1® SK = Nl
N, : arandom number
MAC, @ N, = N, (MAC,.y} MAC, = (N, ® N,)
Compute S, @ N, y=§@®N,
and check if equaly (MAC,} Compute S, ® (N, + N,) and check if equal MAC,
Compute MAC; =S, ®(N, +N,) Compute P, = (S, + N,) ® N,
Choose anew random number: R,
Compute R, = (S, +N,) © N, {Pycr R 1Dt Sca=h(SR) P =R®S,
Ps ®R =S, Ry ®R =C, Cea=h(ID,S.1). Ry =R ®C,,
Store IDg,» S,.; and C,,, to the memory ID,,; =h(ID, I R..1), IDgpe, = E,(ID.;)
S=(S+N;)ON, S=(S+N;)ON,
v

Figure 3. Our proposed RFID authentication

4  Security analysis of our proposed RFID scheme

In this section, we will analyze the security of our proposed robust RFID
authentication scheme.

4.1 Mutual authentication

Mutual authentication in our proposed RFID scheme is that the tag and the server
both will authenticate each other and agree asession key g in the protocol. Let A

denote the RFID tag, B denote the server and A %, B denote that the tag and the



server share the common session key S,. We can say that the authentication

protocol is complete for mutual authentication between A and B [8, 23] if there is an
S, such that A believes A %, B and B believes A %, B for that transaction.

When a scheme can deduce the following statement [8, 23]: A believes B believes A

<2, Band B believes A believesA %, B, we can say that the scheme satisfies strong
mutual authentication.

In Step 2 of our proposed RFID scheme, after A receiving the message
{MAC,,y} from B, it will compute MAC.@®N,=N,and S @N, and check if

S ®N, isequa toy. After finishing this step, A can compute the session key
S, =(S +N,)®N,and will believe A %, B. Sincethenonce N, isselected by A,
A believes that N, is fresh and can only be decrypted by B using the shared secret
key S, and only B can use R to compute S =h(x,R). Then A believes B
believesA &, B.

In Step 3 of our proposed scheme, after B receiving the message {MAC,} from A,
B first computes S @ (N, +N,) and checks if it is equa to {MAC,}. If yes, B
can compute the session key S =(S +N,)®N, and then believes A %, B.
Since the nonce N, is chosen by B, B believes that the nonce N, is fresh. On
receiving the authenticator {MAC;} from A, B can verify N, is embedded
in{ MAC, } by A and then B believes A believesA &, B.

4.2  Preventing thereplay attack

When an attacker tries to camouflage an RFID by resending the messages transmitted
between the tag and the server, we call that is the replay attack [21]. In our RFID
scheme, we use the nonces to prevent the replay attack. In our RFID scheme, the tag
computes a nonce N, in Step 1, and sends N, to the server. The second nonce

N, isselected by the server, and also sent to the tag.  In the scheme, the tag and the

2
server will send back the corresponding two responses and verify that they are fresh
by checking the nonces.

4.3  Forward-secrecy

If an attacker can get the tag, he may obtain the secret data that is stored in the tag’s
memory. However, even if the attacker can do that, she/he also cannot use the secret
data to derive the transmitted encrypted messages that are sent before the attacker got
the tag. If a scheme can prevent this kind of attack, we say that the scheme can
provide forward-secrecy.

In our proposed RFID scheme, the shared key S, is a one-time key that will be

changed after a successful authentication. Therefore, in our RFID scheme, although



the attacker can obtain the tag’s secret data, he also cannot use the share key S to

derive the transmitted encrypted messages that are sent before the attacker gets the tag.
So, our proposed RFID scheme can provide forward-secrecy.

44  Preventing the denial of service attack

In our proposed scheme, the server stores R and R _, inthetable, where R

is a random value chosen by the server in the authentication protocol and will be re-
computed after the success of the authentication protocol and the server can use R

to compute the share in the authentication protocol. In the authentication protocol,
the server will store the current value R, and old value R _, in the table. If an

attacker uses the denia of service attack to attack our scheme, even if the attacker
cuts the message successful and the tag’s shared key is elder than the server, the tag
also can authenticate the server by using the old shared key since the server has stored
theoldvalue R _, inthetable.

5 Performance consideration

We will show that the communication and computation cost of our proposed
scheme and the related scheme in this section. Beside that, we also will demonstrate
the capability comparisons among our proposed scheme and related schemes.

5.1 Low communication and computation cost

We assume that the block size of secure symmetric cryptosystems is 128 bits[17, 19]
and the output size of secure one-way hashing functions[18, 24] is 128 bits.

In our proposed RIFD scheme, only the exclusive-or operation, the random number
generation function and the addition operation are used in the tags. In our proposed
RFID scheme, the tag’s computation cost is one random number generation operation,
seven exclusive-or operations and two addition operations. The server’s computation
cost is one symmetric decrypt operation, two random number generation operations,
three one-way hash operations, seven exclusive-or operations, and two addition
operations.

In Henrici and Muller’s RFID scheme [7], the tag’s computation cost is three one-
way hash operations. The server’s computation cost is three one-way hash operations.

Inthe Le et al’s protocol [15], a pseudo-random number generation function F is
used. The cost of the function F isnear to a one-way hash function. Therefore, in
the Le et al’s scheme, the tag needs five one-way hash operations. The server needs
five one-way hash operations.

In Weis et al’s RFID scheme [21], the tag’s computation cost is two one-way hash
operations. The server’s computation cost is N one-way hash operations, where N is
the number of tags.



In our RFID scheme and the Le et al’s scheme, if the system needs to agree a
session key, both schemes need some extra computation cost. In our proposed
scheme, the tag and the server both need one extra x-or operation and one extra
addition operation. In the Le et al’s scheme, the tag and the server both need one
extra one-way hash operation. The efficiency comparison between our RFID scheme
and related schemesis shown in Table 1.

Table 1. Efficiency comparison among our RFID scheme and related schemes

I = T T -

Our RFID scheme 128 bits 7 Xor +2Add 2Sym+4 Hash+ 7 Xor + 2Add

Henrici and Muller [7] 128 hits 3 Hash 3 Hash
Leetal.[15] 128 bits 5 Hash 5 Hash
Weiset al. [21] 128 bits 2 Hash N Hash

El: Key length needed; E2: Computation cost for atag;
E3:Computation cost for aserver; Hash: Hashing operation;

Sym: Symmetric encryption or decryption; Xor: Exclusive-or operation;
Add: Addition operation; N: Number of tags

5.2  Non-duplicability

If an adversary can duplicate a tag perfectly, the adversary may try to use the same tag
information to pass another authentication. In our proposed RFID scheme, the
stored secret datais aone-time key.  After the success of an authentication protocol,
the shared key will be changed by the server. Therefore, if an adversary copies atag,
there is only one tag can be used by the adversary since the tag’s secret key will be
changed, and the duplicable tag’s shared key is different with the server.

5.3  Non-duplicability

In our RDIF scheme, we use two nonces N, and N, to prevent the replay attack.
No logical time clocks are needed in our scheme.

54  Anonymity

The tag’s identity ID, inour RFID schemeisincluded in |D., whichis sent to the

server and encrypted by using the secret key x. Despite of the tag, only the server
can decrypt ID. and get ID,. In our proposed scheme, since the tag’s identity



ID, Wwill be re-computed after the authentication, the attacker cannot recognize the
tag from the identity. Therefore, our proposed RFID scheme can provide anonymity.

55  Session key agreement

In our RFID scheme, the tag and the server both can agree a session key
S, =(S.+N,)®N, after the authentication protocol if it is needed.

The capability comparison among our RFID scheme and related schemes is shown
inTable 2.

Table 2. Capability comparisons among our RFID scheme and rel ated schemes

A C S E

Our RFID scheme Yes Yes
HenriciandMuller[77 No No Yes Yes No Yes Yes No No
Leetal. [15] No Yes Yes Yes Yes Yes Yes Yes Yes

Weiset al. [21] No No No No Yes No Yes Yes No

C1: Low communication and computation cost; C2: Mutual authentication;

C3: Preventing the replay attack; C4: Forward-secrecy;

C5: Preventing the denial of service attack; C6: Non-duplicability;

C7: No time-synchronizati on problem; C8: Anonymity; C9: Session Key agreement

6 Discussion

We will discuss our proposed schemes for more detail considerations in this section.
In Section 3, we describe that how to generate a session key and to check if the shared
key islegal in our proposed RFID scheme. In some RFID systems, the session key
is not necessary. In this kind of systems, the authentication protocol only needs to
authenticate between the RFID tag and the server. In our proposed RFID scheme,
the session key generation can be an option function for the server and the tag.

If there is a secure communication between them after the authentication, it must
generate the session key in our scheme. The system must pay the additiona
computation cost. In our proposed RFID scheme, it is one exclusive-or operation
and one additive operation for the tag and the server.

In our proposed RFID scheme, we can prevent the denial of service attack. If the
system has generated the session key in the protocol, the system can prevent the



denia of service attack more easily. After the authentication protocol is successful
and the tag and the server have generated the session key each other, the server can
use the session key to encrypt the message to ask the tag if it has changed the newest
shared key. This approach can help the system to prevent the denial of service
attack.

7 Conclusions

In this paper, we have proposed a low-cost authentication and key agreement RFID
protocol. The proposed scheme can resist from well-known attacks and provide
many nice capabilities. In our proposed RFID scheme, we can provide forward-
secrecy. Our proposed RFID scheme in the tag only uses the low cost exclusive-or
operation and addition operation. Our proposed RFID authentication protocol also
can provide identity protection to protect the identity of users or tags.
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